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Chapter 1
Introduction
Reaching consensus is a fundamental problem in distributed systems. Given a dis-tributed system in which each process1 starts with an initial value, to solve a consensusproblem means to give a distributed algorithm that enables each process to eventu-ally output a value of the same type as the input values, in such a way that threeconditions, called agreement, validity and termination, hold. There are di�erent def-initions of the problem depending on what these conditions require. The agreementcondition states requirements about the way processes need to agree (e.g., \no twodi�erent outputs occur"). The validity condition states requirements about the rela-tion between the input and the output values (e.g., \any output value must belong tothe set of initial values"). The termination condition states requirements about thetermination of an algorithm that solves the problem (e.g., \each non-faulty processeventually outputs a value"). Distributed consensus has been extensively studied; agood survey of early results is provided in [17]. We refer the reader to [35] for a moreup-to-date treatment of consensus problems.1We remark that the words \process" and \processor" are often used as synonyms. The word\processor" is more appropriate when referring to a physical component of a distributed system.A physical processor is often viewed as consisting of several logical components, called \processes".Processes are composed to describe larger logical components, and the resulting composition is alsocalled a process. Thus the whole physical processor can be identi�ed with the composition of all itslogical components. Whence the word \process" can also be used to indicate the physical processor.In this thesis we use the word \process" to mean either a physical processor or a logical componentof it. The distinction either is unimportant or should be clear from the context.10



Consensus problems arise in many practical situations, such as, for example, dis-tributed data replication, distributed databases and ight control systems. Datareplication is used in practice to provide high availability: having more than one copyof the data allows easier access to the data, i.e., the nearest copy of the data canbe used. However, consistency among the copies must be maintained. A consensusalgorithm can be used to maintain consistency. A practical example of the use of datareplication is an airline reservation system. The data consists of the current bookinginformation for the ights and it can be replicated at agencies spread over the world.The current booking information can be accessed at any of the replicas. Reservationsor cancellations must be agreed upon by all the copies.In a distributed database, the consensus problem arises when a collection of pro-cesses participating in the processing of a distributed transaction has to agree onwhether to commit or abort the transaction, that is, make the changes due to thetransaction permanent or discard the changes. A common decision must be taken toavoid inconsistencies. A practical example of the use of distributed transactions is abanking system. Transactions can be done at any bank location or ATM machine,and the commitment or abortion of each transaction must be agreed upon by all thebank locations or ATM machines involved.In a ight control system, the consensus problem arises when the ight surfaceand airplane control systems have to agree on whether to continue or abort a landingin progress or when the control systems of two approaching airplanes need to modifythe air routes to avoid collision.Various theoretical models of distributed systems have been considered. A gen-eral classi�cation of models is based on the kind of communications allowed betweenprocesses of the distributed system. There are two ways by which processes commu-nicate: by passing messages over communication channels or using a shared memory.In this thesis we focus on message-passing models.A wide variety of message-passing models can be used to represent distributedsystems. They can be classi�ed by the network topology, the synchrony of the systemand the failures allowed. The network topology describes which processes can send11



messages directly to which other processes and it is usually represented by a graph inwhich nodes represent processes and edges represent direct communication channels.Often one assumes that a process knows the entire network; sometimes one assumesthat a process has only a local knowledge of the network (e.g., each process knowsonly the processes for which it has a direct communication channel).About synchrony, several model variations, ranging from the completely asyn-chronous setting to the completely synchronous one, can be considered. A completelyasynchronous model is one with no concept of real time. It is assumed that messagesare eventually delivered and processes eventually respond, but it may take arbitrarilylong. In partially synchronous systems some timing assumptions are made. For ex-ample, upper bounds on the time needed for a process to respond and for a messageto be delivered hold. These upper bounds are known by the processes and processeshave some form of real-time clock to take advantage of the time bounds. In com-pletely synchronous systems, the computation proceeds in rounds in which steps aretaken by all the processes.Failures may concern both communication channels and processes. In partiallysynchronous models, messages are supposed to be delivered and processes are ex-pected to act within some time bounds; a timing failure is a violation of these timebounds. Communication failures can result in loss of messages. Duplication and re-ordering of messages may be considered failures, too. The weakest assumption madeabout process failures is that a faulty process has an unrestricted behavior. Such afailure is called a Byzantine failure. More restrictive models permit only omissionfailures, in which a faulty process fails to send some messages. The most restrictivemodels allow only stopping failures, in which a failed process simply stops and takesno further actions. Some models assume that failed processes can be restarted. Oftenprocesses have some form of stable storage that is not a�ected by a stopping failure;a stopped process is restarted with its stable storage in the same state as before thefailure and with every other part of its state restored to some initial values.In the absence of failures, distributed consensus problems are easy to solve: it isenough to exchange information about the initial values of the processes and use a12



common decision rule for the output in order to satisfy both agreement and validity.Failures complicate the matter, so that distributed consensus can even be impossibleto achieve. The di�culties depend upon the distributed system model consideredand the exact de�nition of the problem (i.e., the agreement, validity and terminationconditions).Real distributed systems are often partially synchronous systems subject to pro-cess, channel and timing failures and process recoveries. Today's distributed systemsoccupy larger and larger physical areas; the larger the physical area spanned by thedistributed system, the harder it is to provide synchrony. Physical components aresubject to failures. When a failure occurs, it is likely that, some time later, the prob-lem is �xed, restoring the failed component to normal operation. Moreover, thoughtimely responses can usually be provided in real distributed systems, the possibilityof process and channel failures makes it impossible to guarantee that timing assump-tions are always satis�ed. Thus real distributed systems su�er timing failures. Anypractical consensus algorithm needs to consider all the above practical issues. More-over, the basic safety properties must not be a�ected by the occurrence of failures.Also, the performance of the algorithm should be good when there are no failures.paxos is an algorithm devised by Lamport [29] that solves the consensus problem.The model considered is a partially synchronous distributed system where each pro-cess has a direct communication channel with each other process. The failures allowedare timing failures, loss, duplication and reordering of messages and process stoppingfailures. Process recoveries are considered; some stable storage is needed. paxos isguaranteed to work safely, that is, to satisfy agreement and validity, regardless of pro-cess, channel and timing failures and process recoveries. When the distributed systemstabilizes, meaning that there are no failures nor process recoveries and a majorityof the processes are not stopped, for a su�ciently long time, termination is achieved;the performance of the algorithm when the system stabilizes is good. In [29] there isalso presented a variation of paxos that considers multiple concurrent runs of paxoswhen consensus has to be reached on a sequence of values. We call this variation the13



multipaxos algorithm2.The basic idea of the paxos algorithm is to have processes propose values untilone of the value is accepted by a majority of the processes: that value is the �naloutput value. Any process may propose a value by initiating a round for that value.The process initiating a round is the leader of that round. Rounds are guaranteedto satisfy agreement and validity. A successful round, that is, a round in which avalue is accepted by a majority of the processes, results in the termination of thealgorithm. However a successful round is guaranteed to be conducted only whenthe distributed system stabilizes. Basically paxos keeps starting rounds while thesystem is not stable, but when the system stabilizes, a successful round is conducted.Though failures may force the algorithm to repeatedly start new rounds, a singleround is not costly: it uses O(n) messages, where n is the number of processes, andconstant time. Thus, paxos has good fault-tolerance properties and when the systemis stable combines those fault-tolerance properties with the performance of an e�cientalgorithm, so that it can be useful in practice.In the original paper [29], the paxos algorithm is described as the result of discov-eries of archaeological studies of an ancient Greek civilization. That paper containsa sketch of a proof of correctness and a discussion of the performance analysis. Thestyle used for the description of the algorithm often diverts the reader's attention.Because of this, we found the paper hard to understand and we suspect that othersdid as well. Indeed the paxos algorithm, even though it appears to be a practicaland elegant algorithm, seems not widely known or understood, either by distributedsystems researchers or distributed computing theory researchers.This thesis contains a new, detailed presentation of the paxos algorithm, basedon a formal decomposition into several interacting components. It also contains a cor-rectness proof and a time performance and fault-tolerance analysis. The multipaxosalgorithm is also described together with an application to data replication.2paxos is the name of the ancient civilization studied in [29]. The actual algorithm is called the\single-decree synod" protocol and its variation for multiple consensus is called the \multi-decreeparliament" protocol. We take the liberty of using the name paxos for the single-decree synodprotocol and the name multipaxos for the multi-decree parliament protocol.14



The formal framework used for the presentation is provided by Input/Outputautomata models. Input/Output automata are simple state machines with transitionslabelled with actions. They are suitable for describing asynchronous and partiallysynchronous distributed systems. The basic I/O automaton model, introduced byLynch and Tuttle [37], is suitable for modelling asynchronous distributed systems.For our purposes, we will use the general timed automaton (GTA) model, introducedby Lynch and Vandraager [38, 39, 40]3, which has formal mechanisms to representthe passage of time and is suitable for modelling partially synchronous distributedsystems.The correctness proof uses automaton composition and invariant assertion meth-ods. Composition is useful for representing a system using separate components.This split representation is helpful in carrying out the proofs. We provide a modularpresentation of the paxos algorithm, obtained by decomposing it into several com-ponents. Each one of these components copes with a speci�c aspect of the problem.In particular there is a \failure detector" module that detects process failures andrecoveries. There is a \leader elector" module that copes with the problem of electinga leader; processes elected leader by this module, start new rounds for the paxosalgorithm. The paxos algorithm is then split into a basic part that ensures agree-ment and validity and an additional part that ensures termination when the systemstabilizes; the basic part of the algorithm, for the sake of clarity of presentation, isfurther subdivided into three components. The correctness of each piece is provedby means of invariants, i.e., properties of system states that are always true in anexecution. The key invariants we use in our proof are the same as in [31, 32].The time performance and fault-tolerance analysis is conditional on the stabiliza-tion of the system behavior starting from some point in an execution. While it iseasy to formalize process and channel failures, dealing formally with timing failuresis harder. To cope with this problem, this thesis introduces a special type of GTAcalled a Clock GTA. The Clock GTA is a GTA augmented with a simple way of for-3The term \general timed automaton" was not used in these papers; it was introduced in thebook by Lynch [35]. 15



malizing timing failures. Using the Clock GTA we provide a technique for practicaltime performance analysis based on the stabilization of the physical system.A detailed description of themultipaxos protocol is also provided. As an exampleof an application, the use of multipaxos to implement a data replication algorithm ispresented. With multipaxos the high availability of the replicated data is combinedwith high fault tolerance. This is not trivial, since having replicated copies impliesthat consistency has to be guaranteed and this may result in low fault tolerance.Independent work related to paxos has been carried out. The algorithms in [11,34] have similar ideas. The algorithm of Dwork, Lynch and Stockmeyer [11] also usesrounds conducted by a leader, but the rounds are conducted sequentially, whereasin paxos a leader can start a round at any time and multiple simultaneous leadersare allowed. The strategy used in each round by the algorithm of [11] is somewhatdi�erent from the one used by paxos. Moreover the distributed model of [11] doesnot consider process recoveries. The time analysis provided in [11] is conditional ona \global stabilization time" after which process response times and message deliverytimes satisfy the time assumptions. This is similar to our analysis. (A similar timeanalysis, applied to a di�erent problem, can be found in [16].)multipaxos can be easily used to implement a data replication algorithm. In[34] a data replication algorithm is provided. It incorporates ideas similar to the onesused in paxos.paxos bears some similarities with the standard three-phase commit protocol:both require, in each round, an exchange of 5 messages. However the standard commitprotocol requires a reliable leader elector while paxos does not. Moreover paxossends information on the value to agree on, only in the third message of a round,while the commit protocol sends it in the �rst message; because of this, multipaxoscan exchange the �rst two messages only once for many instances and use only theexchange of the last three messages for each individual consensus problem while sucha strategy cannot be used with the three-phase commit protocol.In the class notes of the graduate level Principles of Computer Systems course [31]taught at MIT, a description of paxos is provided using a speci�cation language called16



SPEC. The presentation in [31] contains the description of how a round of paxos isconducted. The leader election problem is not considered. Timing issues are notaddressed; for example, the problem of starting new rounds is not considered. Aproof of correctness, written also in SPEC, is outlined. Our presentation di�ers fromthat of [31] in the following aspects: it is based on I/O automata models rather thanon a programming language; it provides all the details of the algorithm; it providesa modular description of the algorithm, including auxiliary parts such as a failuredetector module and a leader elector module; along with the proof of correctness,it provides a performance and fault-tolerance analysis. In [32] Lampson providesan overview of the paxos algorithm together with the key points for proving thecorrectness of the algorithm.In [43] the clock synchronization problem has been studied; the solution providedthere introduces a new type of GTA, called the mixed automaton model. The mixedautomaton is similar to our Clock automaton with respect to the fact that both tryto formally handle the local clocks of processes. However while the mixed automa-ton model is used to describe synchronization of the local clocks, the Clock GTAautomaton is used to model good timing behavior and thus does not need to copewith synchronization.Summary of contributions. This thesis provides a new, detailed and modulardescription of the paxos algorithm, a correctness proof and a time performance anal-ysis. The multipaxos algorithm is described and an application to data replicationis provided. This thesis also introduces a special type of GTA model, called the ClockGTA model, and a technique for practical time performance analysis when the systemstabilizes.Organization. This thesis is organized as follows. In Chapter 2 we provide adescription of the I/O automata models and in particular we introduce the ClockGTA model. In Chapter 3 we discuss the distributed setting we consider. Chapter 4gives a formal de�nition of the consensus problem we consider. Chapter 5 is devoted17



to the design of a simple failure detector and a simple leader elector which will beused to give an implementation of paxos. Then in Chapter 6 we describe the paxosalgorithm, prove its correctness and analyze its performance. In Chapter 7 we describethe multipaxos algorithm. Finally in Chapter 8 we discuss how to use multipaxosto implement a data replication algorithm. Chapter 9 contains the conclusions.
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Chapter 2
Models
In this chapter we describe the I/O automata models we use in this thesis. Section 2.1presents an overview of the automata models. Then, Section 2.2 describes the basicI/O automaton model, which is used in Section 2.3 to describe the MMT automatonmodel. Section 2.4 describes the general timed automaton model. In Section 2.5 theClock GT automaton is introduced; Section 2.5 provides also a technique to transforman MMTA into a Clock GTA. Section 2.6 describes how automata are composed.2.1 OverviewThe I/O automata models are formal models suitable for describing asynchronousand partially synchronous distributed systems. Various I/O automata models havebeen developed so far (see, for example, [35]). The simplest I/O automata modeldoes not consider time and thus it is suitable for describing asynchronous systems.We remark that in the literature this simple I/O automata model is referred to asthe \I/O automaton model". However we prefer to use the general expression \I/Oautomata models" to indicate all the I/O automata models, henceforth we refer tothe simplest one as the \basic I/O automaton model" (BIOA for short). The BIOAmodel was developed by Lynch and Tuttle [37]. Two extensions of the BIOA modelthat provide formal mechanisms to handle the passage of time and thus are suitablefor describing partially synchronous distributed systems, are the MMT automaton19



(MMTA for short), developed by Merritt, Modugno and Tuttle [42] and the generaltimed automaton (GT automaton or GTA for short) developed by Lynch and Vaan-drager [38, 39, 40]. The MMTA is a special case of GTA, and thus it can be regardedas a notation for describing some GT automata.In this thesis we introduce a particular type of GTA that we call \Clock GTA". TheClock GTA is suitable for describing partially synchronous distributed systems withprocessors having local clocks; thus it is suitable for describing timing assumptions. Inthis thesis we use the GTA model and in particular the Clock GT automaton model.However, we use the MMT automaton model to describe some of the Clock GTAs1;this is possible because an MMTA is a particular type of GTA; there is a standardtechnique that transforms an MMTA into a GTA and we specialize this technique inorder to transform an MMT automaton into a Clock GTA.An I/O automaton is a simple type of state machine in which transitions areassociated with named actions. These actions are classi�ed into categories, namelyinput, output, internal and, for the timed models, time-passage. Input and outputactions are used for communication with the external environment, while internalactions are local to the automaton. The time-passage actions are intended to modelthe passage of time. The input actions are assumed not to be under the control ofthe automaton, that is, they are controlled by the external environment which canforce the automaton to execute the input actions. Internal and output actions arecontrolled by the automaton. The time-passage actions are also controlled by theautomaton.As an example, we can consider an I/O automaton that models the behavior ofa process involved in a consensus problem. Figure 2-1 shows the typical interface(that is, input and output actions) of such an automaton. The automaton is drawnas a circle, input actions are depicted as incoming arrows and output actions asoutcoming arrows (internal actions are hidden since they are local to the automaton).1The reason why we use MMT automata to describe some of our Clock GT automata is thatMMT automata code is simpler. We use MMTA to describe the parts of the algorithm that can runasynchronously and we use the time bounds only for the analysis.20



Receive(m)Send(m)

Init(v) Decide(v)

I/O automaton

Figure 2-1: An I/O automaton.The automaton receives inputs from the external world by means of action Init(v),which represents the receipt of an input value v and conveys outputs by means ofaction Decide(v) which represents a decision of v. Actions Send(m) and Receive(m)are supposed to model the communication with other automata.2.2 The basic I/O automata modelA signature S is a triple consisting of three disjoint sets of actions: the input ac-tions, in(S), the output actions, out(S), and the internal actions, int(S). The exter-nal actions, ext(S), are in(S) [ out(S); the locally controlled actions, local(S), areout(S) [ int(S); and acts(S) consists of all the actions of S. The external signature,extsig(S), is de�ned to be the signature (in(S); out(S); ;). The external signature isalso referred to as the external interface.A basic I/O automaton (BIOA for short) A, consists of �ve components:� sig(A), a signature� states(A), a (not necessarily �nite) set of states� start(A), a nonempty subset of states(A) known as the start states or initialstates� trans(A), a state-transition relation, where trans(A) � states(A) �21



acts(sig(A)) � states(A); this must have the property that for every state sand every input action �, there is a transition (s; �; s0) 2 trans(A)� tasks(A), a task partition, which is an equivalence relation on local(sig(A))having at most countably many equivalence classesOften acts(A) is used as shorthand for acts(sig(A)), and similarly in(A), and so on.An element (s; �; s0) of trans(A) is called a transition, or step, of A. If for aparticular state s and action �, A has some transition of the form (s; �; s0), then wesay that � is enabled in s. Input actions are enabled in every state.The �fth component of the I/O automaton de�nition, the task partition tasks(A),should be thought of as an abstract description of \tasks," or \threads of control,"within the automaton. This partition is used to de�ne fairness conditions on anexecution of the automaton; roughly speaking, the fairness conditions say that theautomaton must continue, during its execution, to give fair turns to each of its tasks.An execution fragment of A is either a �nite sequence, s0; �1; s1; �2; : : : ; �r; sr,or an in�nite sequence, s0; �1; s1; �2; : : : ; �r; sr; : : : , of alternating states and actionsof A such that (sk; �k+1; sk+1) is a transition of A for every k � 0. Note that ifthe sequence is �nite, it must end with a state. An execution fragment beginningwith a start state is called an execution. The length of a �nite execution fragment� = s0; �1; s1; �2; : : : ; �r; sr is r. The set of executions of A is denoted by execs(A).A state is said to be reachable in A if it is the �nal state of a �nite execution of A.The trace of an execution � of A, denoted by trace(�), is the subsequence of �consisting of all the external actions. A trace � of A is a trace � of an execution ofA. The set of traces of A is denoted by traces(A).2.3 The MMT automaton model.An MMT timed automaton model is obtained simply by adding to the BIOA modellower and upper bounds on the time that can elapse before an enabled action isexecuted. Formally an MMT automaton consists of a BIOA and a boundmap b. A22



boundmap b is a pair of mappings, lower and upper which give lower and upper boundsfor all the tasks. For each task C, it is required that 0 � lower(C) � upper(C) � 1and that lower(C) < 1. The bounds lower(C) and upper(C) are respectively, alower bound and an upper bound on the time that can elapse before an enabledaction belonging to C is executed.A timed execution of an MMT automaton B = (A; b) is de�ned to be a �nitesequence � = s0, (�1; t1), s1, (�2; t2); : : : ; (�r; tr), sr or an in�nite sequence � = s0,(�1; t1), s1, (�2; t2); : : : ; (�r; tr), sr; : : : , where the s's are states of the I/O automatonA, the �'s are actions of A, and the t's are times in R�0 . It is required that thesequence s0; �1; s1; : : :|that is, the sequence � with the times ignored|be an ordi-nary execution of I/O automaton A. It is also required that the successive times trin � be nondecreasing and that they satisfy the lower and upper bound requirementsexpressed by the boundmap b.De�ne r to be an initial index for a task C provided that C is enabled in sr andone of the following is true: (i) r = 0; (ii) C is not enabled in sr�1; (iii) �r 2 C. Theinitial indices represent the points at which we begin to measure the time bounds ofthe boundmap. For every initial index r for a task C, it is required that the followingconditions hold. (Let t0 = 0.)Upper bound condition: If there exists k > r with tk > tr + upper(C), then thereexists k0 > r with tk0 � tr + upper(C) such that either �k0 2 C or C is not enabled insk0.Lower bound condition: There does not exist k > r with tk < tr + lower(C) and�k 2 C.The upper bound condition says that, from any initial index for a task C, if time everpasses beyond the speci�ed upper bound for C, then in the interim, either an actionin C must occur, or else C must become disabled. The lower bound condition saysthat, from any initial index for C, no action in C can occur before the speci�ed lowerbound.The set of timed executions of B is denoted by texecs(B). A state is said to bereachable in B if it is the �nal state of some �nite timed execution of B.23



A timed execution is admissible provided that the following condition is satis�ed:Admissibility condition: If timed execution � is an in�nite sequence, then thetimes of the actions approach 1. If � is a �nite sequence, then in the �nal state of�, if task C is enabled, then upper(C) =1.The admissibility condition says that time advances normally and that processingdoes not stop if the automaton is scheduled to perform some more work. The set ofadmissible timed executions of B is denoted by atexecs(B).Notice that time bounds of the MMT substitute for the fairness conditions of aBIOA.The timed trace of a timed execution � of B, denoted by ttrace(�), is the sub-sequence of � consisting of all the external actions, each paired with its associatedtime. The admissible timed traces of B, which are denoted by attraces(B), are thetimed traces of admissible timed executions of B.2.4 The GT automaton modelThe GTA model uses time-passage actions called �(t), t 2 R+ to model the passageof time. The time-passage action �(t) represents the passage of time by the amountt. A timed signature S is a quadruple consisting of four disjoint sets of actions: theinput actions in(S), the output actions out(S), the internal actions int(S), and thetime-passage actions. For a GTA� the visible actions, vis(S), are the input and output actions, in(S) [ out(S)� the external actions, ext(S), are the visible and time-passage actions, vis(S) [f�(t) : t 2 R+g� the discrete actions, disc(S), are the visible and internal actions, vis(S)[int(S)� the locally controlled actions, local(S), are the output and internal actions,out(S) [ int(S) 24



� acts(S) are all the actions of SA GTA A consists of the following four components:� sig(A), a timed signature� states(A), a set of states� start(A), a nonempty subset of states(A) known as the start states or initialstates� trans(A), a state transition relation, where trans(A) � states(A) �acts(sig(A)) � states(A); this must have the property that for every state sand every input action �, there is a transition (s; �; s0) 2 trans(A)Often acts(A) is used as shorthand for acts(sig(A)), and similarly in(A), and so on.An element (s; �; s0) of trans(A) is called a transition, or step, of A. If for aparticular state s and action �, A has some transition of the form (s; �; s0), then wesay that � is enabled in s. Since every input action is required to be enabled in everystate, automata are said to be input-enabled. The input-enabling assumption meansthat the automaton is not able to somehow \block" input actions from occurring.There are two simple axioms that A is required to satisfy:A1: If (s; �(t); s0) and (s0; �(t0); s00) are in trans(A), then (s; �(t+t0); s00) is in trans(A).A2: If (s; �(t); s0) 2 trans(A) and 0 < t0 < t, then there is a state s00 such that(s; �(t0); s00) and (s00; �(t� t0); s0) are in trans(A).Axiom A1 allows repeated time-passage steps to be combined into one step, whileAxiom A2 is a kind of converse to A1 that allows a time-passage step to be split intwo.A timed execution fragment of a GTA, A, is de�ned to be either a �nite sequence� = s0; �1; s1; �2; : : : ; �r; sr or an in�nite sequence � = s0; �1; s1; �2; : : : ; �r; sr; : : : ,where the s's are states of A, the �'s are actions (either input, output, internal, ortime-passage) of A, and (sk; �k+1; sk+1) is a step (or transition) of A for every k. Note25



that if the sequence is �nite, it must end with a state. The length of a �nite executionfragment � = s0; �1; s1; �2; : : : ; �r; sr is r. A timed execution fragment beginning witha start state is called a timed execution.Axioms A1 and A2, say that there is not much di�erence between timed executionfragments that di�er only by splitting and combining time-passage steps. Two timedexecution fragments � and �0 are time-passage equivalent if � can be transformedinto �0 by splitting and combining time-passage actions according to Axioms A1 andA2.If � is any timed execution fragment and �r is any action in �, then we say thatthe time of occurrence of �r is the sum of all the reals in the time-passage actionspreceding �r in �. A timed execution fragment � is said to be admissible if the sumof all the reals in the time-passage actions in � is 1. The set of admissible timedexecutions of A is denoted by atexecs(A). A state is said to be reachable in A if it isthe �nal state of a �nite timed execution of A.The timed trace of a timed execution fragment �, denoted by ttrace(�), is thesequence of visible events in �, each paired with its time of occurrence. The admissibletimed traces of A, denoted by attraces(A), are the timed traces of admissible timedexecutions of A.We may refer to a timed execution simply as an execution. Similarly a timed tracecan be referred to as a trace.2.5 The Clock GT automaton modelA Clock GTA is a GTA with a special component included in the state; this specialvariable is called Clock and it can assume values in R. The purpose of Clock is tomodel the local clock of the process. The only actions that are allowed to modifyClock are the time-passage actions �(t). When a time-passage action �(t) is executedby an automaton, the Clock is incremented by an amount of time t0 � 0 independentof the amount t of time speci�ed by the time-passage action.Formally, beside Axioms A1 and A2, of a regular GTA, for a Clock GTA we26



require thatA3: If (s; �(t); s0) is in trans(A), then (s; �(~t); s0), for any ~t > 0, is in trans(A).Hence a Clock GTA cannot keep track of the real time. Since the occurrence ofthe time-passage action �(t) represents the passage of (real) time by the amount t,by incrementing the variable Clock by an amount t0 di�erent from t we are able tomodel the passage of clock time by the amount t0. As a special case, we have sometime-passage actions in which t0 = t; in these cases the local clock of the process isrunning at the speed of real time.In the following and in the rest of the thesis, we use the notation s:x to denote thevalue of state component x in state s.De�nition 2.5.1 A step (sk�1; �(t); sk) of a Clock GTA is called regular if sk:Clock�sk�1:Clock = t; it is called irregular if it is not regular.That is, a time-passage step executing action �(t) is regular if it increases Clock byt0 = t. In a regular time-passage step, the local clock is increased by the same amountas the real time, whereas in an irregular time-passage step �(t) that represents thepassage of real time by the amount t, the local clock is increased either by t0 < t (thelocal clock is slower than the real time) or by t0 > t (the local clock is faster than thereal time).De�nition 2.5.2 A timed execution fragment � of a Clock GTA is called regular ifall the time-passage steps of � are regular. It is called irregular if it is not regular,i.e., if at least one of its time-passage steps is irregular.In a partially synchronous distributed system processes are expected to respondand messages are expected to be delivered within given time bounds. A timing failureis a violation of these time bounds. An irregular time-passage step can model theoccurrence of a timing failure in the following way. Assume that a particular processis supposed to execute some action within a given time bound and this time boundis modeled by restricting the time that can elapse with time-passage actions (this is27



how GT automata are used to model partial synchrony). We can impose the sametime bound on the clock time so that when time-passage action �(t) is executed thelocal clock of the particular process we are considered is actually incremented by anamount t0 so that the time bound on the local clock time is not violated. Clearly ift0 < t then it is possible that a violation of the time bound (with respect to real time)actually occurs.We remark that a time bound violation can actually be either an upper boundviolation (a process or a channel is slower than expected) or a lower bound violation(a process or a channel is faster than expected). The latter can be modeled with atime-passage action �(t) that increments the clock time by an amount t0, t0 > t.Though we have de�ned a regular execution fragment so that it does not containany of the timing failures, we remark that for the the scope of this thesis we actuallyneed only that the former type of timing failures (upper bound) does not happen.That is, for the scope of this thesis, we could have de�ned a regular step �(t) asone that increases the clock time by an amount t0, t0 � t. However, to not lose ingenerality, a regular step is de�ned to rule out both kinds timing failures. Obviously,in a regular execution fragment there are no timing failures.Transforming MMTA into Clock GTA. MMT automata are a special case ofGT automata. There is a standard transformation technique that given an MMTAproduces an equivalent GTA, i.e., one that has the same external behavior (see Section23.2.2 of [35]).Next, we show how to transform any MMT automaton (A; b) into an equivalentclock general timed automaton A0 = clockgen(A; b). Automaton A0 acts like automa-ton A, but the time bounds of the boundmap b are expressed as restrictions on thevalue that the local time can assume. The technique used is essentially the same asthe one that transforms an MMTA into an equivalent GTA with some modi�cationsto handle the Clock variable.The transformation involves building clock time deadlines into the state and notallowing the clock time to pass beyond those deadlines while they are still in force.28



The deadlines are set according to the boundmap b. New constraints on non-time-passage actions are added to express the lower bound conditions. Notice however,that all these constraints are on the clock time, while in the transformation of anMMTA into a GTA they are on the real time.More speci�cally, the state of the underlying BIOA A is augmented with a Clockcomponent, plus First(C) and Last(C) components for each task C. The First(C)and Last(C) components represent, respectively, the earliest and latest clock times atwhich the next action in task C is allowed to occur. The time-passage actions �(t)are also added.The First and Last components get updated by the various steps, according tothe lower and upper bounds speci�ed by the boundmap b. The time-passage actions�(t) have an explicit precondition saying that the clock time cannot pass beyond anyof the Last(C) values; this is because these represent deadlines for the various tasks.Restrictions are also added on actions in any task C, saying that the current clocktime Clock must be at least as great as the lower bound First(C).In more detail, the timed signature of A0 = clockgen(A; b) is the same as thesignature of A, with the addition of the time-passage actions �(t), t 2 R+ . Each stateof A0 consists of the following components:basic 2 states(A), initially a start state of AClock 2 R, initially arbitraryFor each task C of A:First(C) 2 R, initially Clock + lower(C) if C is enabled in state basic,otherwise 0Last(C) 2 R [ f1g, initially Clock + upper(C) if C is enabled in basic,otherwise 1The transitions are de�ned as follows. If � 2 acts(A), then (s; �; s0) 2 trans(A0)exactly if all the following conditions hold:1. (s:basic; �; s0:basic) 2 trans(A). 29



2. s0:Clock = s:Clock.3. For each C 2 tasks(A),(a) If � 2 C, then s:First(C) � s:Clock.(b) If C is enabled in both s:basic and s0:basic and � =2 C, then s:First(C) =s0:First(C) and s:Last(C) = s0:Last(C).(c) If C is enabled in s0:basic and either C is not enabled in s:basic or � 2 C,then s0:First(C) = s:Clock+lower(C) and s0:Last(C) = s:Clock+upper(C).(d) If C is not enabled in s0:basic, then s0:First(C) = 0 and s0:Last(C) =1.If � = �(t), then (s; �; s0) 2 trans(A0) exactly if all the following conditions hold:1. s0:basic = s:basic.2. s0:Clock � s:Clock.3. For each C 2 tasks(A),(a) s0:Clock � s:Last(C).(b) s0:First(C) = s:First(C) and s0:Last(C) = s:Last(C).It should be clear that the above transformation yields a Clock GTA and thatfor each task C, the lower and upper time bounds speci�ed by the boundmap's com-ponents First(C) and Last(C) are transformed into lower and upper bounds on theclock time. More formally we have the following lemma.Lemma 2.5.3 In any reachable state of clockgen(A; b) and for any task C of A, wehave that.1. Clock � Last(C).2. If C is enabled, then Last(C) � Clock+ upper(C).3. First(C) � Clock+ lower(C). 30



4. First(C) � Last(C).If some of the timing requirements speci�ed by b are trivial|that is, if somelower bounds are 0 or some upper bounds are 1|then it is possible to simplify theautomaton clockgen(A; b) just by omitting mention of these components. In this thesisall the MMT automata have boundmaps that specify a lower bound of 0 and an upperbound of a �xed constant `; thus the above general transformation could be simpli�ed(by omitting mention of First(C) and using ` instead of upper(C), for any C) for ourpurposes. In the following lemma we assume lower(C) = 0 and upper(C) = `.Informally the lemma states that if B = clockgen(A; b) is a clock GTA obtainedby transforming an MMTA A with boundmap b, then the upper bounds on tasks ofA speci�ed by the boundmap b are not violated when B executes a regular executionfragment.Lemma 2.5.4 Consider a regular execution fragment � of clockgen(A; b), startingfrom a reachable state s0 and lasting for more than ` time. Assume that lower(C) = 0and upper(C) = ` for each task C of automaton A. Then (i) any task C enabled ins0 either has a step or is disabled within ` time, and (ii) any new enabling of C has asubsequent step or disabling within ` time, provided that � lasts for more than ` timefrom the enabling of C.Proof: Let us �rst prove (i). Let C be a task enabled in state s0. By Lemma 2.5.3we have that s0:First(C) � s0:Clock � s0:Last(C) and that s0:Last(C) � s0:Clock+ `.Since the execution is regular and lasts for more then ` time, within time `, Clockpasses the value s0:Clock+`. But this cannot happen (since s0:Last(C) � s0:Clock+`)unless Last(C) is increased, which means either C has a step or it is disabled within` time. The proof of (ii) is similar. Let s be the state in which C becomes enabled.Then the proof is as before replacing s0 with s.
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2.6 Composition of automataThe composition operation allows an automaton representing a complex system to beconstructed by composing automata representing simpler system components. Themost important characteristic of the composition of automata is that properties ofisolated system components still hold when those isolated components are composedwith other components. The composition identi�es actions with the same name indi�erent component automata. When any component automaton performs a stepinvolving �, so do all component automata that have � in their signatures.Since internal actions of an automaton A are intended to be unobservable by anyother automaton B, automaton A cannot be composed with automaton B unless theinternal actions of A are disjoint from the actions of B. Moreover, A and B cannotbe composed unless the sets of output actions of A and B are disjoint.2.6.1 Composition of BIOA.Let I be an arbitrary �nite index set2. A �nite countable collection fSigi2I of signa-tures is said to be compatible if for all i; j 2 I, i 6= j, the following hold3:1. int(Si) \ acts(Sj) = ;2. out(Si) \ out(Sj) = ;A �nite collection of automata is said to be compatible if their signatures are compat-ible.When we compose a collection of automata, output actions of the components be-come output actions of the composition, internal actions of the components becomeinternal actions of the composition, and actions that are inputs to some components2The composition operation for BIOA is de�ned also for an in�nite but countable collection ofautomata [35], but we only consider the composition of a �nite number of automata.3We remark that for the composition of an in�nite countable collection of automata, there isa third condition on the de�nition of compatible signature [35]. However this third condition isautomatically satis�ed when considering only �nite sets of automata.
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but outputs of none become input actions of the composition. Formally, the compo-sition S = Qi2I Si of a �nite compatible collection of signatures fSigi2I is de�ned tobe the signature with� out(S) = [i2Iout(Si)� int(S) = [i2I int(Si)� in(S) = [i2I in(Si)� [i2Iout(Si)The composition A = Qi2I Ai of a �nite collection of automata, is de�ned asfollows:4� sig(A) = Qi2I sig(Ai)� states(A) = Qi2I states(Ai)� start(A) = Qi2I start(Ai)� trans(A) is the set of triples (s; �; s0) such that, for all i 2 I, if � 2 acts(Ai),then (si; �; s0i) 2 trans(Ai); otherwise si = s0i� tasks(A) = [i2Itasks(Ai)Thus, the states and start states of the composition automaton are vectors of statesand start states, respectively, of the component automata. The transitions of thecomposition are obtained by allowing all the component automata that have a par-ticular action � in their signature to participate simultaneously in steps involving�, while all the other component automata do nothing. The task partition of thecomposition's locally controlled actions is formed by taking the union of the compo-nents' task partitions; that is, each equivalence class of each component automatonbecomes an equivalence class of the composition. This means that the task structureof individual components is preserved when the components are composed. Notice4The � notation in the de�nition of start(A) and states(A) refers to the ordinary Cartesianproduct, while the � notation in the de�nition of sig(A) refers to the composition operation justde�ned, for signatures. Also, the notation si denotes the ith component of the state vector s.33



that since the automata Ai are input-enabled, so is their composition. The followingtheorem follows from the de�nition of composition.Theorem 2.6.1 The composition of a compatible collection of BIO automata is aBIO automaton.The following theorems relate the executions and traces of a composition to thoseof the component automata. The �rst says that an execution or trace of a compo-sition \projects" to yield executions or traces of the component automata. Givenan execution, � = s0; �1; s1; : : : ; of A, let �jAi be the sequence obtained by deletingeach pair �r; sr for which �r is not an action of Ai and replacing each remaining srby (sr)i, that is, automaton Ai's piece of the state sr. Also, given a trace � of A (or,more generally, any sequence of actions), let �jAi be the subsequence of � consistingof all the actions of Ai in �. Also, j represents the subsequence of a sequence � ofactions consisting of all the actions in a given set in �.Theorem 2.6.2 Let fAigi2I be a compatible collection of automata and let A =Qi2I Ai.1. If � 2 execs(A), then �jAi 2 execs(Ai) for every i 2 I.2. If � 2 traces(A), then �jAi 2 traces(Ai) for every i 2 I.The other two are converses of Theorem 2.6.2. The next theorem says that, undercertain conditions, executions of component automata can be \pasted together" toform an execution of the composition.Theorem 2.6.3 Let fAigi2I be a compatible collection of automata and let A =Qi2I Ai. Suppose �i is an execution of Ai for every i 2 I, and suppose � is a sequenceof actions in ext(A) such that �jAi = trace(�i) for every i 2 I. Then there is anexecution � of A such that � = trace(�) and �i = �jAi for every i 2 I.The �nal theorem says that traces of component automata can also be pastedtogether to form a trace of the composition.34



Theorem 2.6.4 Let fAigi2I be a compatible collection of automata and let A =Qi2I Ai. Suppose � is a sequence of actions in ext(A). If �jAi 2 traces(Ai) for everyi 2 I, then � 2 traces(A).Theorem 2.6.4 implies that in order to show that a sequence is a trace of a system,it is enough to show that its projection on each individual system component is a traceof that component.2.6.2 Composition of MMTA.MMT automata can be composed in much the same way as BIOA, by identifyingactions having the same name in di�erent automata.Let I be an arbitrary �nite index set. A �nite collection of MMT automata issaid to be be compatible if their underlying BIO automata are compatible. Then thecomposition (A; b) = Qi2I(Ai; bi) of a �nite compatible collection of MMT automataf(Ai; bi)gi2I is the MMT automaton de�ned as follows:� A = Qi2I Ai, that is, A is the composition of the underlying BIO automata Aifor all the components.� For each task C of A, b's lower and upper bounds for C are the same as thoseof bi, where Ai is the unique component I/O automaton having task C.Clearly we have the following theorem.Theorem 2.6.5 The composition of a compatible collection of MMT automata is anMMT automaton.The following theorems correspond to Theorems 2.6.2{2.6.4 stated for BIOA.Theorem 2.6.6 Let fBigi2I be a compatible collection of MMT automata and letB = Qi2I Bi.1. If � 2 atexecs(B), then �jBi 2 atexecs(Bi) for every i 2 I.2. If � 2 attraces(B), then �jBi 2 attraces(Bi) for every i 2 I.35



Theorem 2.6.7 Let fBigi2I be a compatible collection of MMT automata and letB = Qi2I Bi. Suppose �i is an admissible timed execution of Bi for every i 2 Iand suppose � is a sequence of (action,time) pairs, where all the actions in � are inext(A), such that �jBi = ttrace(�i) for every i 2 I. Then there is an admissible timedexecution � of B such that � = ttrace(�) and �i = �jBi for every i 2 I.Theorem 2.6.8 Let fBigi2I be a compatible collection of MMT automata and letB = Qi2I Bi. Suppose � is a sequence of (action,time) pairs, where all the actions in� are in ext(A). If �jBi 2 attraces(Bi) for every i 2 I, then � 2 attraces(B).2.6.3 Composition of GTA.Let I be an arbitrary �nite index set. A �nite collection fSigi2I of timed signaturesis said to be compatible if for all i; j 2 I, i 6= j, we have1. int(Si) \ acts(Sj) = ;2. out(Si) \ out(Sj) = ;A collection of GTAs is compatible if their timed signatures are compatible.The composition S = Qi2I Si of a �nite compatible collection of timed signaturesfSigi2I is de�ned to be the timed signature with� out(S) = [i2Iout(Si)� int(S) = [i2I int(Si)� in(S) = [i2I in(Si)� [i2Iout(Si)The composition A = Qi2I Ai of a �nite compatible collection of GTAs fAigi2I isde�ned as follows:� sig(A) = Qi2I sig(Ai)� states(A) = Qi2I states(Ai)� start(A) = Qi2I start(Ai) 36



� trans(A) is the set of triples (s; �; s0) such that, for all i 2 I, if � 2 acts(Ai),then (si; �; s0i) 2 trans(Ai); otherwise si = s0iThe transitions of the composition are obtained by allowing all the components thathave a particular action � in their signature to participate, simultaneously, in stepsinvolving �, while all the other components do nothing. Note that this implies thatall the components participate in time-passage steps, with the same amount of timepassing for all of them.Theorem 2.6.9 The composition of a compatible collection of general timed au-tomata is a general timed automaton.The following theorems correspond to Theorems 2.6.2{2.6.4 stated for BIOA andto Theorems 2.6.6{2.6.8 stated for MMTA. Theorem 2.6.11, has a small technicalitythat is a consequence of the fact that the GTA model allows consecutive time-passagesteps to appear in an execution. Namely, the admissible timed execution � that isproduced by \pasting together" individual admissible timed executions �i might notproject to give exactly the original �i's, but rather admissible timed executions thatare time-passage equivalent to the original �i's.Theorem 2.6.10 Let fBigi2I be a compatible collection of general timed automataand let B = Qi2I Bi.1. If � 2 atexecs(B), then �jBi 2 atexecs(Bi) for every i 2 I.2. If � 2 attraces(B), then �jBi 2 attraces(Bi) for every i 2 I.Theorem 2.6.11 Let fBigi2I be a compatible collection of general timed automataand let B = Qi2I Bi. Suppose �i is an admissible timed execution of Bi for everyi 2 I, and suppose � is a sequence of (action,time) pairs, with all the actions invis(B), such that �jBi = ttrace(�i) for every i 2 I. Then there is an admissibletimed execution � of B such that � = ttrace(�) and �i is time-passage equivalent to�jBi for every i 2 I. 37



Theorem 2.6.12 Let fBigi2I be a compatible collection of general timed automataand let B = Qi2I Bi. Suppose � is a sequence of (action,time) pairs, where all the ac-tions in � are in vis(A). If �jBi 2 attraces(Bi) for every i 2 I, then � 2 attraces(B).2.6.4 Composition of Clock GTA.Clock GT automata are GT automata; thus, they can be composed as GT automataare composed. However we point out that the composition of Clock GT automata doesnot yield a Clock GTA but a GTA. This follows from the fact that in a compositionof Clock GT automata there is more than one special state component Clock. Itis possible to generalize the de�nition of Clock GTA by letting a Clock GTA haveseveral special state components Clock1;Clock2; : : : so that the composition of ClockGT automata is still a Clock GTA. However we do not make this extension in thisthesis, since for our purposes we do not need the composition of Clock GT automatato be a Clock GTA.2.7 Bibliographic notesThe basic I/O automata was introduced by Lynch and Tuttle in [37]. The MMTautomaton model was designed by Merritt, Modugno, and Tuttle [42]. Work ontransformation of MMT automata to GT automata has been done by Lynch andAttiya [36]. The de�nition used in this chapter is the one provided in the book byLynch [35]. The GT automaton model was introduced by Lynch and Vaandrager[38, 39, 40], though they did not use the name General Timed Automaton. The bookby Lynch [35] contains a broad coverage of these models and more pointers to therelevant literature.
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Chapter 3
The distributed setting
In this chapter we discuss the distributed setting. We consider a complete networkof n processes communicating by exchange of messages in a partially synchronoussetting. Each process of the system is uniquely identi�ed by its identi�er i 2 I,where I is a totally ordered �nite set of n identi�ers. The set I is known by allthe processes. Moreover each process of the system has a local clock. Local clockscan run at di�erent speeds, though in general we expect them to run at the samespeed as real time. We assume that a local clock is available also for channels; thoughthis may seem somewhat strange, it is just a formal way to express the fact that achannel is able to deliver a given message within a �xed amount of time, by relyingon some timing mechanism (which we model with the local clock). We use Clock GTautomata to model both processes and channels.Throughout the thesis we use two constants, ` and d, to represent upper boundson the time needed to execute an enabled process action and to deliver a message,respectively. These bounds do not necessarily hold for every action and message inevery execution; a violation of these bounds is a timing failure. A Clock GTA modelstiming failures with irregular time-passage actions.
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3.1 ProcessesA process is modeled by a Clock GT automaton. We allow process stopping failuresand recoveries and timing failures. To formally model process stops and recoverieswe model process i with a Clock GTA which has a special state component calledStatusi and two input actions Stopi and Recoveri. The state variable Statusi reectsthe current condition of process i. The e�ect of action Stopi is to set Statusi tostopped, while the e�ect of Recoveri is to set Statusi to alive. Moreover whenStatusi = stopped, all the locally controlled actions are not enabled and the inputactions have no e�ect, except for action Recoveri.De�nition 3.1.1 A \process automaton" for process i is a Clock GTA having thespecial Statusi variable and input actions Stopi and Recoveri and whose behavior sat-is�es the following. The e�ect of action Stopi is to set Statusi to stopped, whilethe e�ect of Recoveri is to set Statusi to alive. In any reachable state s such thats:Status = stopped the only possible steps are (s; �; s0) where � is an input action.Moreover when s:Status = stopped for all � 6= Recoveri state s0 is equal to state s.A process automaton has an upper bound of ` on the clock time that can elapse beforean enabled action is executed.We remark that the time bound is directly encoded into the steps of processautomata. When the execution is regular, the local clock runs at the speed of realtime and thus the time bound holds with respect to the real time, too.For simplicity we refer to a \process automaton" simple as a \process". A processcan be alive or dead in a state or an execution fragment of an execution. Moreformally:De�nition 3.1.2 We say that a process i is alive (resp. stopped) in a given state ofan execution of a system which includes process i, if in that state we have Statusi =alive (resp. Statusi = stopped).De�nition 3.1.3 We say that a process i is alive (resp. stopped) in a given executionfragment of an execution of a system which includes process i, if it is alive (resp.40



stopped) in all the states of the execution fragment.Between a failure and a recovery a process does not lose its state. We remark thatpaxos needs only a small amount of stable storage (see Section 6.6); however, forsimplicity, we assume that the entire state of a process is stable.Finally, we provide the following de�nition of \stable" execution fragment of agiven process. This de�nition will be used later to de�ne a stable execution of adistributed system.De�nition 3.1.4 Given a process automaton processi, we say that an executionfragment � of processi is \stable" if process i is either stopped or alive in � and �is regular.3.2 ChannelsWe consider unreliable channels that can lose and duplicate messages. Reorderingof messages is not considered a failure. Timing failures are also possible. Figure 3-1shows the code of a Clock GT automaton channeli;j, which models the communi-cation channel from process i to process j; there is one automaton for each possiblechoice of i and j. Notice that we allow the possibility that i = j, that is, the senderand the receiver are the same process. We denote by M the set of messages thatcan be sent over the channels. The interface of channeli;j, consists of input actionsmodelling failures, namely Losei;j and Duplicatei;j, and input actions Send(m)i;j,m 2 M, which are used by process i to send messages to process j, and outputactions Receive(m)i;j, m 2 M, which are used by the channel automaton to delivermessages sent by process i to process j.Channel failures are formally modeled as input actions Losei;j, and Duplicatei;j. Thee�ect of these two actions is to manipulate Msgs. In particular Losei;j deletes onemessage from Msgs; Duplicatei;j duplicates one of the messages in Msgs. When theexecution is regular, automaton channeli;j guarantees that messages are deliveredwithin time d of the sending. When the execution is irregular, messages can takearbitrarily long time to be delivered. 41



channeli;jSignature:Input: Send(m)i;j , Losei;j , Duplicatei;jOutput: Receive(m)i;jTime-passage: �(t)State:Clock 2 R, initially arbitraryMsgs, a set of elements of M� R, initially emptyActions:input Send(m)i;jE�: add (m;Clock) to Msgsoutput Receive(m)i;jPre: (m; t) is in Msgs, for some tE�: remove (m; t) from Msgstime-passage �(t)Pre: Let t0 � 0 be such that for all(m; t00) 2 Msgs, Clock+ t0 � t00 + dE�: Clock := Clock + t0
input Losei;jE�: remove one element of Msgsinput Duplicatei;jE�: let (m; t) be an element of Msgslet t0 such that t � t0 � Clockplace (m; t0) into Msgs

Figure 3-1: Automaton channeli;j
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The next lemma provides a basic property of channeli;j.Lemma 3.2.1 In a reachable state s of channeli;j, if a message (m; t) 2 s:Msgsi;jthen t � s:Clocki;j � t+ d.Proof: We prove the lemma by induction on the length k of an execution � =s0�1s1 : : : sk�1�ksk. The base k = 0 is trivial since s0:Msgs is empty. For the inductivestep assume that the assertion is true in state sk and consider the execution ��s. Weneed to prove that the assertion is still true in s. Actions Losei;j, Duplicatei;j, andReceive(m)i;j, do not add any new element to Msgs and do not modify Clock; hencethey cannot make the assertion false. Thus we only need to consider the cases � =Send(m)i;j and � = �(t). If � = Send(m)i;j a new element (m; t), with t = sk:Clockis added to Msgs; however since sk:Clock = s:Clock the assertion is still true in states. If � = �(t), by the precondition of �(t), we have that s:Clock � t+ d for all (m; t)in Msgs. Thus the assertion is true also in state s.We remark that if channeli;j is not in a reachable state then it may be unableto take time-passage steps, because Msgsi;j may contain messages (m; t) for whichClocki;j > t+d and thus the time-passage actions are no longer enabled, that is, timecannot pass.The following de�nition of \stable" execution fragment for a channel captures thecondition under which messages are delivered on time.De�nition 3.2.2 Given a channel channeli;j, we say that an execution fragment� of channeli;j is \stable" if no Losei;j and Duplicatei;j actions occur in � and � isregular.Next lemma proves that in a stable execution fragment messages are deliveredwithin time d of the sending.Lemma 3.2.3 In a stable execution fragment � of channeli;j beginning in a reach-able state s and lasting for more than d time, we have that (i) all messages (m; t)that in state s are in Msgsi;j are delivered by time d, and (ii) any message sent in �43



is delivered within time d of the sending, provided that � lasts for more than d timefrom the sending of the message.Proof: Let us �rst prove assertion (i). Let (m; t) be a message belonging to s:Msgsi;j.By Lemma 3.2.1 we have that t � s:Clocki;j � t + d. However since � is stable, thetime-passage actions increment Clocki;j at the speed of real time and since � lasts formore than d time, Clock passes the value t + d. However this cannot happen if m isnot delivered since by the preconditions of �(t) of channeli;j, all the increments t0 ofClocki;j are such that Clocki;j + t0 � t+ d. Notice that m cannot be lost (by a Losei;jaction), since � is stable.Now let us prove assertion (ii). Let (s0;Send(m)i;j ; s00) be the step that puts (m; t),with t = s0:Clock, in Msgs. Since s0:Clock = s00:Clock, we have that s00:Clocki;j = t.Since � is stable, the time-passage actions increment Clocki;j at the speed of real timeand since � lasts for more than d time from the sending of m, Clocki;j passes the valuet+ d. However this cannot happen if m is not delivered since by the preconditions of�(t) of channeli;j, all the increments t0 of Clocki;j are such that Clocki;j + t0 � t+ d.Again, notice that m cannot be lost (by a Losei;j action), since � is stable.3.3 Distributed systemsIn this section we give a formal de�nition of distributed system. A distributed systemis the composition of automata modelling channels and processes. We are interestedin modelling bad and good behaviors of a distributed system; in order to do sowe provide some de�nitions that characterize the behavior of a distributed system.The de�nition of \nice" execution fragment given in the following captures the goodbehavior of a distributed system. Informally, a distributed system behaves nicelyif there are no process failures and recoveries, no channel failures and no irregularsteps|remember that an irregular step models a timing failure|and a majority ofthe processes are alive.De�nition 3.3.1 Given a set J � I of processes, a communication system for J is44



the composition of channel automata channeli;j for all possible choices of i; j 2 J .De�nition 3.3.2 A distributed system is the composition of process automata mod-eling some set J of processes and a communication system for J .In this thesis we will always compose automata that model the set of all processesI. Thus we de�ne the communication system Scha to be the communication systemfor the set I of all processes. Figure 3-2 shows this communication system and itsinteractions with the external environment.
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Figure 3-2: The communication system SchaNext we provide the de�nition of \stable" execution fragment for a distributedsystem exploiting the de�nitions of stable execution fragment given previously forchannels and process automata.De�nition 3.3.3 Given a distributed system S, we say that an execution fragment� of S is \stable" if:1. for all automata processi modelling process i, i 2 S it holds that �jprocessiis a stable execution fragment for process i.45



2. for all channels channeli;j with i; j 2 S it holds that �jchanneli;j is a stableexecution fragment for channeli;j.Finally we provide the de�nition of \nice" execution fragment that captures theconditions under which paxos satis�es termination.De�nition 3.3.4 Given a distributed system S, we say that an execution fragment� of S is \nice" if � is a stable execution fragment and a majority of the processesare alive in �.The above de�nition requires a majority of processes to be alive. As will beexplained in Chapter 6, the property of majorities needed by the paxos algorithmis that any two majorities have one element on common. Hence any quorum schemecould be used.In the rest of the thesis, we will use the word \system" to mean \distributedsystem".
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Chapter 4
The consensus problem
Several variations of the consensus problem have been studied. These variationsdepends on the model used. In this chapter we provide a formal de�nition of theconsensus problem that we consider.4.1 OverviewIn a distributed system processes need to cooperate and fundamental to such cooper-ation is the problem of reaching agreement on some data upon which the computationdepends. Well known practical examples of agreement problems arise in distributeddatabases, where data managers need to agree on whether to commit or abort agiven transaction, and ight control systems, where the airplane control system andthe ight surface control system need to agree on whether to continue or abort alanding in progress.In the absence of failures, achieving agreement is a trivial task. An exchange ofinformation and a common rule to make a decision is enough. However the problembecomes much more complex in the presence of failures.Several di�erent but related agreement problems have been considered in theliterature. All have in common that processes start the computation with initialvalues and at the end of the computation each process must reach a decision. Thevariations mostly concern stronger or weaker requirements that the solution to the47



problem has to satisfy. The requirement that a solution to the problem has to satisfyare captured by three properties, usually called agreement, validity and termination.As an example, the agreement condition may state that no two processes decideon di�erent values, the validity condition may state that if all the initial values areequal then the (unique) decision must be equal to the initial value and the terminationcondition may state that every process must decide. A weaker agreement conditionmay require that only non-faulty processes agree on the decision (this weaker conditionis necessary, for example, when considering Byzantine failures for which the behaviorof a faulty process is unconstrained). A stronger validity condition may state thatevery decision must be equal to some initial value.It is clear that the de�nition of the consensus problem must take into account thedistributed setting in which the problem is considered.About synchrony, several model variations, ranging from the completely asyn-chronous setting to the completely synchronous one, can be considered. A completelyasynchronous model is one with no concept of real time. It is assumed that messagesare eventually delivered and processes eventually respond, but it may take arbitrarilylong. In a completely synchronous model the computation proceeds in a sequenceof steps1. At each step processes receive messages sent in the previous step, per-form some computation and send messages. Steps are taken at regular intervals oftime. Thus in a completely synchronous model, processes act as in a single syn-chronous computer. Between the two extremes of complete synchrony and completeasynchrony, other models with partial synchrony can be considered. These modelsassume upper bounds on the message transmission time and on the process responsetime. These upper bounds may be known or unknown to the processes. Moreoverprocesses have some form of real-time clock to take advantage of the time bounds.Failures may concern both communication channels and processes. In synchronousand partially synchronous models, timing failures are considered. Communicationfailures can result in loss of messages. Duplication and reordering of messages may1Usually these steps are called \rounds". However in this thesis we use the word \round" with adi�erent meaning. 48



be considered failures, too. Models in which incorrect messages may be deliveredare seldom considered since there are many techniques to detect the alteration ofa message. The weakest assumption made about process failures is that a faultyprocess has an unrestricted behavior. Such a failure is called a Byzantine failure.Byzantine failures are often considered with authentication; authentication providesa way to sign messages, so that, even a Byzantine-faulty process cannot send a messagewith the signature of another process. More restrictive models permit only omissionfailures, in which a faulty process fails to send some messages. The most restrictivemodels allow only stopping failures, in which a failed process simply stops and takesno further actions. Some models assume that failed processes can be restarted. Oftenit is assumed that there is some form of stable storage that is not a�ected by astopping failure; a stopped process is restarted with its stable storage in the samestate as before the failure and with every other part of its state restored to some initialvalues. In synchronous and partially synchronous models messages are supposed tobe delivered and processes are expected to act within some time bounds. A timingfailure is a violation of those time bounds.Real distributed systems are often partially synchronous systems subject to pro-cess and channel failures. Though timely responses can be provided in real distributedsystems, the possibility of process and channels failures makes impossible to guaran-tee that timing assumptions are always satis�ed. Thus real distributed systems su�ertiming failures, too. The possibility of timing failures in a partially synchronous dis-tributed system means that the system may as well behave like an asynchronous one.Unfortunately, reaching consensus in asynchronous systems, is impossible, unless itis guaranteed that no failures happen [18]. Henceforth, to solve the problem we needto rely on the timing assumptions. Since timing failures are anyway possible, safetyproperties, that is, agreement and validity conditions, must not depend at all on tim-ing assumptions. However we can rely on the timing assumptions for the terminationcondition.
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4.2 Formal de�nitionIn Section 3 we have described the distributed setting we consider in this thesis. Insummary, we consider a partial synchronous system of n processes in a completenetwork; processes are subject to stop failures and recoveries and have stable storage;channels can lose, duplicate and reorder messages; timing failures are also possible.Next we give a formal de�nition of the consensus problem we consider.For each process i there is an external agent that provides an initial value vby means of an action Init(v)i2. We denote by V the set of possible initial valuesand, given a particular execution �, we denote by V� the subset of V consisting ofthose values actually used as initial values in �, that is, those values provided byInit(v)i actions executed in �. A process outputs a decision v by executing an actionDecide(v)i. If a process i executes action Decide(v)i more than once then the outputvalue v must be the same.To solve the consensus problem means to give a distributed algorithm that, forany execution � of the system, satis�es� Agreement: All the Decide(v) actions in � have the same v.� Validity: For any Decide(v) action in �, v belongs to V�.and, for any admissible execution �, satis�es� Termination: If � = � and  is a nice execution fragment and for eachprocess i alive in  an Init(v)i action occurs in � when process i is alive, thenany process i alive in , executes a Decide(v)i action in �.The agreement and termination conditions require, as one can expect, that correctprocesses \agree" on a particular value. The validity condition is needed to relatethe output value to the input values (otherwise a trivial solution, i.e. always outputa default value, exists).2We remark that usually it is assumed that for each process i the Init(v)i action is executed atmost once; however we do not need this assumption.50



4.3 Bibliographic notespaxos solves the consensus problem in a partially synchronous distributed systemachieving termination when the system executes a nice execution fragment. Allowingtiming failures, the partially synchronous system may behave as an asynchronousone. A fundamental theoretical result, proved by Fischer, Lynch and Paterson [18]states that in an asynchronous system there is no consensus algorithm even in thepresence of only one stopping failure. Essentially the impossibility result stem fromthe inherent di�culty of determining whether a process has actually stopped or isonly slow.The paxos algorithm was devised by Lamport. In the original paper [29], thepaxos algorithm is described as the result of discoveries of archaeological studies ofan ancient Greek civilization. The paxos algorithm is presented by explaining howthe parliament of this ancient Greek civilization worked. A proof of correctness isprovided in the appendix of that paper. A time-performance analysis is discussed.Many practical optimizations of the algorithm are also discussed. In [29] there isalso presented a variation of paxos that considers multiple concurrent runs of paxoswhen consensus has to be reached on a sequence of values. We call this variation themultipaxos algorithm.multipaxos can be easily used to implement a data replication algorithm. In[34] a data replication algorithm is provided. It incorporates ideas similar to the onesused in paxos.In the class notes of Principles of Computer Systems [31] taught at MIT, a de-scription of paxos is provided using a speci�cation language called SPEC. The pre-sentation in [31] contains the description of how a round of paxos is conducted. Theleader election problem is not considered. Timing issues are not considered; for ex-ample, the problem of starting new rounds is not addressed. A proof of correctness,written also in SPEC, is provided. Our presentation di�ers from that of [31] in thefollowing aspects: it uses the I/O automata models; it provides all the details of thealgorithm; it provides a modular description of the algorithm, including auxiliary51



parts such as a failure detector module and a leader elector module; along with theproof of correctness, it provides a performance and fault-tolerance analysis. In [32]Lampson provides a brief overview of the paxos algorithm together with the keypoints for proving the correctness of the algorithm.In [11] three di�erent partially synchronous models are considered. For each ofthem and for di�erent types of failure an upper bound on the number of failuresthat can be tolerated is shown, and algorithms that achieve the bounds are given. Amodel studied in [11] considers a distributed setting similar to the one we consider inthis thesis: a partially synchronous distributed system in which upper bounds on theprocess response time and message delivery time hold eventually; the failures con-sidered are process stop failures (also other models that consider omission failures,Byzantine failures with and without authentication are studied in [11]). The proto-col provided in [11], the DLS algorithm for short, needs a linear, in the number ofprocesses, amount of time from the point in which the upper bounds on the processresponse time and message delivery time start holding. This is similar to the paxosperformance which requires a linear amount of time to achieve termination when thesystem executes a nice execution fragment. However the DLS algorithm does notconsider process recoveries and it is resilient to a number of process stopping failureswhich is less or equal to half the number of processes. This can be related to paxosby the fact that paxos requires a majority of processes alive to reach termination.The paxos algorithm is resilient also to channel failures while the DLS algorithmdoes not consider channel failures.paxos bears some similarities with the standard three-phase commit protocol:both require, in each round, an exchange of 5 messages. However the standard commitprotocol requires a reliable leader elector while paxos does not. Moreover paxossends information on the value to agree on only in the third message of a round (whilethe commit protocol sends it in the �rst message) and because of this, multipaxoscan exchange the �rst two messages only once for many instances and use only theexchange of the last three messages for each individual consensus problem.52



Chapter 5
Failure detector and leader elector
In this chapter we provide a failure detector algorithm and then we use it to implementa leader election algorithm, which in turn will be used in Chapter 6 to implementpaxos. The failure detector and the leader elector we implement here are both sloppy,meaning that they are guaranteed to give accurate information on the system only ina stable execution. However, this is enough for implementing paxos.5.1 A failure detectorIn this section we provide an automaton that detects process failures and recoveriesand we prove that the automaton satis�es certain properties that we will need inthe rest of the thesis. We do not provide a formal de�nition of the failure detectionproblem, however, roughly speaking, the failure detection problem is the problem ofchecking which processes are alive and which ones are stopped.Without some knowledge of the passage of time it is not possible to detect failures;thus to implement a failure detector we need to rely on timing assumptions. Figure5-1 shows a Clock GT automaton, called detector(z; c)i. In our setting failures andrecoveries are modeled by means of actions Stopi and Recoveri. These two actions areinput actions of detector(z; c)i. Moreover detector(z; c)i has InformStopped(j)iand InformAlive(j)i as output actions which are executed when, respectively, thestopping and the recovering of process j are detected. Automaton detector(z; c)i53



detector(z; c)iSignature:Input: Receive(m)j;i, Stopi, RecoveriInternal: Check(j)iOutput: InformStopped(j)i, InformAlive(j)i, Send(m)i;jTime-passage: �(t)State:Clock 2 R initially arbitraryStatus 2 falive; stoppedg initially aliveAlive 2 2I initially Ifor all j 2 I:Prevrec(j) 2 R�0 initially arbitraryLastinform(j) 2 R�0 initially ClockLastsend(j) 2 R�0 initially ClockLastcheck(j) 2 R�0 initially ClockActions:input StopiE�: Status := stoppedinput RecoveriE�: Status := aliveinternal Send(\Alive")i;jPre: Status = aliveE�: Lastsend(j) := Clock+ zinput Receive(\Alive")j;iE�: if Status = alive thenPrevrec(j) := Clockif j 62 Alive thenAlive := Alive [ fjgLastcheck(j) := Clock+ c

internal Check(j)iPre: Status = alivej 2 AliveE�: Lastcheck(j) := Clock + cif Clock > Prevrec(j) + z + d thenAlive := Alive n fjgoutput InformStopped(j)iPre: Status = alivej 62 AliveE�: Lastinform(j) := Clock + `output InformAlive(j)iPre: Status = alivej 2 AliveE�: Lastinform(j) := Clock + `time-passage �(t)Pre: Status = aliveE�: Let t0 be such that8j;Clock+ t0 � Lastinform(j)8j;Clock+ t0 � Lastsend(j)8j;Clock+ t0 � Lastcheck(j)Clock := Clock + t0Figure 5-1: Automaton detector for process i54



works by having each process constantly sending \Alive" messages to each otherprocess and checking that such messages are received from other processes. It sendsat least one \Alive" message in an interval of clock time of a �xed length z (i.e., ifan \Alive" message is sent at time t then the next one is sent before time t+ z) andchecks for incoming messages at least once in an interval of time of a �xed lengthc. Let us denote by Sdet the system consisting of system Scha and an automatondetector(z; c)i for each process i 2 I. Figure 5-2 shows Sdet.
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Figure 5-2: The system SdetThe next two lemmas state that if an execution fragment of system Sdet is stablethen after some time the information provide by the failure detector correctly reectsthe status of the processes.Lemma 5.1.1 If an execution fragment � of Sdet, starting in a reachable state andlasting for more than z+ c+ `+2d time, is stable and process i is stopped in �, thenby time z + c + ` + 2d, for each process j alive in �, an action InformStopped(i)j isexecuted and no subsequent InformAlive(i)j action is executed in �.55



Proof: Let j be any alive process, and let t0 be the Clockj value of process j atthe beginning of �. Notice that, since � is stable, at time � in �, we have thatClockj = t0 + �. Now, notice that channeli;j is a subsystem of Sdet, that is,Sdet is the composition of channeli;j and other automata. By Theorem 2.6.10the projection �jchanneli;j is an execution fragment of channeli;j and thus anyproperty true for channeli;j in �jchanneli;j is true for Sdet in �; in particularwe can use Lemma 3.2.3. Since � is stable and starts in a reachable state we havethat �jchanneli;j is stable and starts in a reachable state. Thus by Lemma 3.2.3,any message from i to j that is in the channel at the beginning of � is delivered bytime d and consequently, since process i is stopped in �, no message from process iis received by process j after time d. We distinguish two possible cases. Let s be the�rst state of � after which no further messages from i are received by j and let �s bethe action that brings the system into state s. Notice that the time of occurrence of�s is before or at time d.Case 1: Process i 62 s:Alivej. Then, by the code of detectori an actionInformStopped(i)j is executed within ` time after s. Clearly action InformStopped(i)jis executed after s and, since the time of occurrence of �s is � d then it is executedbefore or at time d + `. Moreover since no messages from i are received after s, noInformAlive(i)j can happen later on. Thus the lemma is proved in this case.Case 2: Process i 2 s:Alivej. Let Prevrec be the value of Clockj at the momentwhen the last \Alive" message from i is received from j. Since no message fromprocess i is received by process j after s and the time of occurrence of �s is � d,we have that Prevrec � t0 + d; indeed, as we observed before, at time � in �, wehave that Clockj = t0 + �, for any �. Since process i is supposed to send a new\Alive" message within z time from the previous one and the message may take up tod time to be delivered, a new \Alive" message from process i is expected by processj before Clockj passes the value Prevrec + z + d. However, no messages are receivedwhen Clockj > Prevrec. By the code of detector(z; c)j an action Check(i)j occursafter time Prevrec+ z + d and before or at time Prevrec+ z + c+ d; indeed, a checkaction occur at least once in an interval of time of length c. When this action occurs,56



since Clockj > Prevrec + z + d, it removes process i from the Alivej set (see code).Thus by time Prevrec + z + c + d process i is not in Alivej. Since Prevrec � t0 + d,we have that process i is not in Alivej before Clockj passes t0 + z + c + 2d. ActionInformStopped(i)j is executed within additional ` time, that is before Clockj passest0 + z + c + 2d + `. Notice also|and we will need this for the second part of theproof|that this action happens when Clockj > t0 + z + c + 2d > t0 + d. Thus wehave that action InformStopped(i)j is executed by time z + c+ 2d+ `. Since we areconsidering the case when process i is in Alivej at time d, action InformStopped(i)j isexecuted after time d. This is true for any alive process j. Thus the lemma is provedalso in this case.This concludes the proof of the �rst part of the lemma. Now, since no messagesfrom i are received by j after time d, that is, no message from i to j is receivedwhen Clockj > t0 + d and, by the �rst part of this proof, InformStopped(i)j hap-pens when Clockj > t0 + d, we have that no InformAlive(i)j action can occur afterInformStopped(i)j has occurred. This is true for any alive process j. Thus also thesecond part of the lemma is proved.Lemma 5.1.2 If an execution fragment � of Sdet, starting in a reachable state andlasting for more than z+d+ ` time, is stable and process i is alive in �, then by timez + d+ `, for each process j alive in �, an action InformAlive(i)j is executed and nosubsequent InformStopped(i)j action is executed in �.Proof: Let j be any alive process, and let t0 be the value of Clocki and t00 be the valueof Clockj at the beginning of �. Notice that, since � is stable, at time � in �, we havethat Clocki = t0+� and Clockj = t00+�. Now, notice that channeli;j is a subsystemof Sdet, that is, Sdet can be though of as the composition of channeli;j and otherautomata. By Theorem 2.6.10 �jchanneli;j is an execution of channeli;j and thusany property of channeli;j true in �jchanneli;j is true for Sdet in �; in particularwe can use Lemma 3.2.3. Since process i is alive in � and � is stable, process i sendsan \Alive" message to process j by time z and, by Lemma 3.2.3, such a message isreceived by process j by time z + d. Whence, before Clockj passes t00 + z + d, action57



Receive(\Alive")i;j is executed and thus process i is put into Alivej (unless it wasalready there). Once process i is into Alivej, within additional ` time, that is beforeClockj passes t00+ z+ d+ `, or equivalently, by time z + d+ `, action InformAlive(i)jis executed. This is true for any process j. This proves the �rst part of the Lemma.Let t be the time of occurrence of the �rst Receive(\Alive")i;j executed in �; bythe �rst part of this lemma, t � z+ d. Then since � is stable, process i sends at leastone \Alive" message in an interval of time z and each message takes at most d to bedelivered. Thus in any interval of time z+ d process j executes a Receive(\Alive")i;j.This implies that the Clockj variable of process j never assumes values greater thanPrevrec(i)j+ z+d, which in turns imply that every Check(i)j action does not removeprocess i from Alivej. Notice that process i may be removed from Alivej before timet. However it is put into Alivej at time t and it is not removed later on. Thus alsothe second part of the lemma is proved.The strategy used by detector(z; c)i is a straightforward one. For this reasonit is very easy to implement. However the failure detector so obtained is not reliable,i.e., it does not give accurate information, in the presence of failures (Stopi, Losei;j,irregular executions). For example, it may consider a process stopped just because the\Alive" message of that process was lost in the channel. Automaton detector(z; c)iis guaranteed to provide accurate information on faulty and alive processes only whenthe system is stable.In the rest of this thesis we assume that z = ` and c = `, that is, we usedetector(`; `)i. This particular strategy consists of sending an \Alive" messagein each interval of ` time (i.e., we assume z = `) and of checking for incoming mes-sages at least once in each interval of ` time (i.e., we assume c = `). In practice thechoice of z and c may be di�erent. However for the sake of simplicity we get rid ofparameters z and c by assuming z = ` and c = `. Lemmas 5.1.3 and 5.1.4 can berestated as follows.Lemma 5.1.3 If an execution fragment � of Sdet, starting in a reachable state andlasting for more than 3` + 2d time, is stable and process i is stopped in �, then by58



time 3` + 2d, for each process j alive in �, an action InformStopped(i)j is executedand no subsequent InformAlive(i)j action is executed in �.Lemma 5.1.4 If an execution fragment � of Sdet, starting in a reachable state andlasting for more than d + 2` time, is stable and process i is alive in �, then by timed + 2`, for each process j alive in �, an action InformAlive(i)j is executed and nosubsequent InformStopped(i)j action is executed in �.5.2 A leader electorElecting a leader in an asynchronous distributed system is a di�cult task. An in-formal argument that explains this di�culty is that the leader election problem issomewhat similar to the consensus problem, which, in an asynchronous system sub-ject to failures is unsolvable [18], in the sense that to elect a leader all processes mustreach consensus on which one is the leader. As for the failure detector, we need torely on timing assumptions. It is fairly clear how a failure detector can be used toelect a leader. Indeed the failure detector gives information on which processes arealive and which ones are not alive. This information can be used to elect the currentleader. We use the detector(`; `)i automaton to check for the set of alive processes.Figure 5-3 shows automaton leaderelectori which is an MMT automaton. Re-member that we use MMT automata to describe in a simpler way some Clock GTautomata. Automaton leaderelectori interacts with detector(`; `)i by meansof actions InformStopped(j)i, which inform process i that process j has stopped, andInformAlive(j)i, which inform process i that process j has recovered. Each processupdates its view of the set of alive processes when these two actions are executed. Theprocess with the biggest identi�er in the set of alive processes is declared leader. Wedenote with Slea the system consisting of Sdet composed with a leaderelectoriautomaton for each process i 2 I. Figure 5-4 shows Slea.Since detector(`; `)i is not a reliable failure detector, also leaderelectori isnot reliable. Thus, it is possible that processes have di�erent views of the system sothat more than one process considers itself leader, or the process supposed to be the59



leaderelectoriSignature:Input: InformStopped(j)i, InformAlive(j)i, Stopi, RecoveriOutput: Leaderi, NotLeaderiState:Status 2 falive; stoppedg initially alivePool 2 2I initially figDerived variable:Leader, de�ned as max of PoolActions:input StopiE�: Status := stoppedoutput LeaderiPre: Status = alivei = LeaderE�: noneinput InformStopped(j)iE�: if Status = alive thenPool := Pool n fjg
input RecoveriE�: Status := aliveoutput NotLeaderiPre: Status = alivei 6= LeaderE�: noneinput InformAlive(j)iE�: if Status = alivePool := Pool [ fjgTasks and bounds:fLeaderi, NotLeaderig, bounds [0; `]Figure 5-3: Automaton leaderelector for process i
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Figure 5-4: The system Slealeader is actually stopped. However as the failure detector becomes reliable when thesystem Sdet executes a stable execution fragment (see Lemmas 5.1.3 and 5.1.4), alsothe leader elector becomes reliable when system Slea is stable. Notice that whenSlea executes a stable execution fragment, so does Sdet.Formally we consider a process i to be leader if Leaderi = i. That is, a process i isleader if it consider itself to be the leader. This allows multiple or no leaders and doesnot require other processes to be aware of the leader or the leaders. The followingde�nitions give a much more precise notion of leader.De�nition 5.2.1 A state s of system Slea, is a \unique-leader" state if there existsan alive process i such that for all alive processes j it holds that s:Leaderj = i. Processi is the \leader" in state s.De�nition 5.2.2 An execution � of system Slea, is a \unique-leader" execution if61



all the states of � are unique-leader states with the same leader in all the states.The next lemma states that in a stable execution fragment, eventually there willbe a unique-leader state.Lemma 5.2.3 If an execution fragment � of Slea, starting in a reachable state andlasting for more than 4`+2d, is stable, then by time 4`+2d, there is a state occurrences such that state s and all the states after s are unique-leader states. Moreover theunique leader is always the process with the biggest identi�er among the processesalive in �.Proof: First notice that the system Slea consists of system Sdet composed withother automata. Hence by Theorem 2.6.10 we can use any property of Sdet. Inparticular we can use Lemmas 5.1.3 and 5.1.4 and thus we have that by time 3`+ 2deach process has a consistent view of the set of alive and stopped processes. Let i bethe leader. Since � is stable and thus also regular, by Lemma 2.5.4, within additional` time, actions Leaderj and NotLeaderj are consistently executed for each process j,including process j = i. The fact that i is the the process with the biggest identi�eramong the processes alive in � follows directly from the code of leaderelectori.We remark that, for many algorithms that rely on the concept of leader, it isimportant to provide exactly one leader. For example when the leader election isused to generate a new token in a token ring network, it is important that there isexactly one process (the leader) that generates the new token, because the networkgives the right to send messages to the owner of the token and two tokens may resultin an interference between two communications. For these algorithms, having two ormore leaders jeopardizes the correctness. Hence the sloppy leader elector providedbefore is not suitable. However for the purpose of this thesis, leaderelectori isall we need.
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5.3 Bibliographic notesIn an asynchronous system it is impossible to distinguish a very slow process from astopped one. This is why the consensus problem cannot be solved even in the casewhere at most one process fails [18]. If a reliable failure detector were provided thenthe consensus problem would be solvable. This clearly implies that in a completelyasynchronous setting no reliable failure detector can be provided. Chandra and Toueg[5] gave a de�nition of unreliable failure detector, and characterized failure detectorsin terms of two properties: completeness, which requires that the failure detectoreventually suspect any stopped process, and accuracy, which restricts the mistakes afailure detector can make. No failure detectors are actually implemented in [5]. Thefailure detector provided in this thesis di�ers from those classi�ed by Chandra andToueg in that it provides reliability conditional to the system stabilization. If thesystem eventually stabilizes then our failure detector can be classi�ed in the class ofthe eventually perfect failure detectors. However it should be noted that in order toachieve termination we actually do not need that the system become stable foreverbut only for a su�ciently long time.Chandra, Hadzilacos and Toueg [4] identi�ed the \weakest" failure detector thatcan be used to solve the consensus problem.Failure detectors have practical relevance since it is often important to establishwhich processes are alive and which ones are stopped. The need for a leader in adistributed computation arises in many practical situations, like, for example, in atoken ring network. However in asynchronous systems there is the inherent di�cultyof distinguishing a stopped process from a slow one.
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Chapter 6
The paxos algorithm
paxos was devised a very long time ago1 but its discovery, due to Lamport, is veryrecent [29].In this chapter we describe the paxos algorithm, provide an implementation us-ing Clock GT automata, prove its correctness and analyze its performance. Theperformance analysis is given assuming that there are no failures nor recoveries, anda majority of the processes are alive for a su�ciently long time. We remark thatwhen no restrictions are imposed on the possible failures, the algorithm might notterminate.6.1 OverviewOur description of paxos is modular: we have separated various parts of the overallalgorithm; each piece copes with a particular aspect of the problem. This approachshould make the understanding of the algorithm much easier. The core part of thealgorithm is a module that we call basicpaxos; this piece incorporates the basicideas on which the algorithm itself is built. The description of this piece is furthersubdivided into three components, namely bpleader, bpagent and bpsuccess.In basicpaxos processes try to reach a decision by running what we call a\round". A process starting a round is the leader of that round. basicpaxos guar-1The most accurate information dates it back to the beginning of this millennium [29].64



antees that, no matter how many leaders start rounds, agreement and validity are notviolated. However to have a complete algorithm that satis�es termination when thereare no failures for a su�ciently long time, we need to augment basicpaxos with an-other module; we call this module starteralg. The functionality of starteralgis to make the current leader start a new round if the previous one is not completedwithin some time bound.Leaders are elected by using the leaderelector algorithm provided in Chap-ter 5. We remark that this is possible because the presence of two or more leadersdoes not jeopardize agreement or validity; however, to get termination there must bea unique leader.Thus, our implementation of paxos is obtained by composing the following au-tomata: channeli;j for the communication between processes, detectori andleaderelectori for the leader election, basicpaxosi and starteralgi, for ev-ery process i; j 2 I. The resulting system is called Spax.Figure 6-1 shows the automaton at process i. Notice that not all of the actionsare drawn in the picture: we have drawn only some of them and we refer to theformal code for all of the actions. Actions Stopi and Recoveri are input actions of allthe automata. The Spax automaton at process i interacts with automata at otherprocesses by sending messages over the channels. Channels are not drawn in thepicture.Figure 6-2 shows the messages exchanged by processes i and j. The automata thatsend and receive these messages are shown in the picture. We remark that channelsand actions interacting with channels are not drawn, as well as other actions for theinteraction with other automata.It is worth to remark that some pieces of the algorithm do need to be able tomeasure the passage of the time (detectori, starteralgi and bpsuccessi) whileothers do not.We will prove (Theorems 6.2.15 and 6.2.18) that the system Spax solves the con-sensus problem ensuring partial correctness|any output is guaranteed to be correct,that is, agreement and validity are satis�ed|and (Theorem 6.4.2) that Spax guar-65
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antees also termination when the system executes a nice execution fragment, that is,without failures and recoveries and with at least a majority of the processes remainingalive.Roadmap for the rest of the chapter. In Section 6.2 we provide automatonbasicpaxos. This automaton is responsible for carrying out a round in response toan external request. We prove that any round satis�es agreement and validity and weprovide a performance analysis for a successful round. Then in Section 6.3 we provideautomaton starteralg which takes care of the problem of starting new rounds. InSection 6.4 we prove that the entire system Spax is correct and provide a performanceanalysis. In Section 6.5 we provide some comments about the number of messagesused by the algorithm. Finally Section 6.6 contains some concluding remarks.6.2 Automaton basicpaxosIn this section we present the automaton basicpaxos which is the core part of thepaxos algorithm. We begin by providing an overview of how automaton basicpaxosworks, then we provide the automaton code along with a detailed description and�nally we prove that it satis�es agreement and validity.6.2.1 OverviewThe basic idea is to have processes propose values until one of them is accepted bya majority of the processes; that value is the �nal output value. Any process maypropose a value by initiating a round for that value. The process initiating a round issaid to be the leader of that round while all processes, including the leader itself, aresaid to be agents for that round. Informally, the steps for a round are the following.1. To initiate a round, the leader sends a \Collect" message to all agents2 an-nouncing that it wants to start a new round and at the same time asking for2Thus it sends a message also to itself. This helps in that we do not have to specify di�erentbehaviors for a process according to the fact that it is both leader and agent or just an agent. Wejust need to specify the leader behavior and the agent behavior.67



information about previous rounds in which agents may have been involved.2. An agent that receives a message sent in step 1 from the leader of the round,responds with a \Last" message giving its own information about rounds pre-viously conducted. With this, the agent makes a kind of commitment for thisparticular round that may prevent it from accepting (in step 4) the value pro-posed in some other round. If the agent is already committed for a round witha bigger round number then it informs the leader of its commitment with an\OldRound" message.3. Once the leader has gathered information about previous rounds from a majorityof agents, it decides, according to some rules, the value to propose for its roundand sends to all agents a \Begin" message announcing the value and askingthem to accept it. In order for the leader to be able to choose a value forthe round it is necessary that initial values be provided. If no initial value isprovided, the leader must wait for an initial value before proceeding with step3. The set of processes from which the leader gathers information is called theinfo-quorum of the round.4. An agent that receives a message from the leader of the round sent in step 3,responds with an \Accept" message by accepting the value proposed in the cur-rent round, unless it is committed for a later round and thus must reject thevalue proposed in the current round. In the latter case the agent sends an \Ol-dRound" message to the leader indicating the round for which it is committed.5. If the leader gets \Accept" messages from a majority of agents, then the leadersets its own output value to the value proposed in the round. At this point theround is successful. The set of agents that accept the value proposed by theleader is called the accepting-quorum.Since a successful round implies that the leader of the round reached a decision,after a successful round the leader still needs to do something, namely to broadcastthe reached decision. Thus, once the leader has made a decision it broadcasts a68



\Success" message announcing the value for which it has decided. An agent thatreceives a \Success" message from the leader makes its decision choosing the valueof the successful round. We use also an \Ack" message sent from the agent to theleader, so that the leader can make sure that everyone knows the outcome.
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Figure 6-3: Exchange of messagesFigure 6-3 shows: (a) the steps of a successful round r; (b) the responses froman agent that informs the leader that an higher numbered round r0 has been alreadyinitiated; (c) the broadcast of a decision. The parameters used in the messages willbe explained later. Section 6.2.2 contains a description of the messages.Since di�erent rounds may be carried out concurrently (several processes mayconcurrently initiate rounds), we need to distinguish them. Every round has a unique69



identi�er. Next we formally de�ne these round identi�ers. A round number is a pair(x; i) where x is a nonnegative integer and i is a process identi�er. The set of roundnumbers is denoted by R. A total order on elements of R is de�ned by (x; i) < (y; j)i� x < y or, x = y and i < j.De�nition 6.2.1 Round r \precedes" round r0 if r < r0.If round r precedes round r0 then we also say that r is a previous round, withrespect to round r0. We remark that the ordering of rounds is not related to theactual time the rounds are conducted. It is possible that a round r0 is started at somepoint in time and a previous round r, that is, one with r < r0, is started later on.For each process i, we de�ne a \+i" operation that given a round number (x; j)and an integer y, returns the round number (x; j) +i y = (x + y; i).Every round in the algorithm is tagged with a unique round number. Everymessage sent by the leader or by an agent for a round (with round number) r 2 R,carries the round number r so that no confusion among messages belonging to di�erentrounds is possible.However the most important issue is about the values that leaders propose fortheir rounds. Indeed, since the value of a successful round is the output value ofsome processes, we must guarantee that the values of successful rounds are all equalin order to satisfy the agreement condition of the consensus problem. This is thetricky part of the algorithm and basically all the di�culties derive from solving thisproblem. Consistency is guaranteed by choosing the values of new rounds exploitingthe information about previous rounds from at least a majority of the agents so that,for any two rounds, there is at least one process that participated in both rounds.In more detail, the leader of a round chooses the value for the round in the followingway. In step 1, the leader asks for information and in step 2 an agent responds withthe number of the latest round in which it accepted the value and with the acceptedvalue or with round number (0; j) and nil if the agent has not yet accepted a value.Once the leader gets such information from a majority of the agents (which is theinfo-quorum of the round), it chooses the value for its round to be equal to the value70



of the latest round among all those it has heard from the agents in the info-quorumor equal to its initial value if all agents in the info-quorum were not involved in anyprevious round. Moreover, in order to keep consistency, if an agent tells the leader ofa round r that the last round in which it accepted a value is round r0, r0 < r, thenimplicitly the agent commits itself not to accept any value proposed in any otherround r00, r0 < r00 < r.Given the above setting, if r0 is the round from which the leader of round r getsthe value for its round, then, when a value for round r has been chosen, any roundr00, r0 < r00 < r, cannot be successful; indeed at least a majority of the processesare committed for round r, which implies that at least a majority of the processesare rejecting round r00. This, along with the fact that info-quorums and accepting-quorums are majorities, implies that if a round r is successful, then any round witha bigger round number ~r > r is for the same value. Indeed the information sent byprocesses in the info-quorum of round ~r is used to choose the value for the round, butsince info-quorums and accepting-quorums share at least one process, at least one ofthe processes in the info-quorum of round r0 is also in the accepting-quorum of roundr. Indeed, since the round is successful, the accepting-quorum is a majority. Thisimplies that the value of any round ~r > r must be equal to the value of round r,which, in turn, implies agreement.We remark that instead of majorities for info-quorums and accepting-quorums,any quorum system can be used. Indeed the only property that is required is thatthere be a process in the intersection of any info-quorum with any accepting-quorum.Example. Figure 6-4 shows how the value of a round is chosen. In this example wehave a network of 5 processes, A;B;C;D;E (where the ordering is the alphabetical one)and vA; vB denote the initial values of A and B. At some point process B is the leaderand starts round (1; B). It receives information from A;B;E (the set fA;B;Eg is the info-quorum of this round). Since none of them has been involved in a previous round, process Bis free to choose its initial value vB as the value of the round. However it receives acceptanceonly from B;C (the set fB;Cg is the accepting-quorum for this round). Later, process Abecomes the leader and starts round (2; A). The info-quorum for this round is fA;D;Eg.71
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such a way that if the round is successful, it does not violate agreement and validity.However, it is necessary to make basicpaxos start rounds until one is successful. Wedeal with this problem in Section 6.3.6.2.2 The codeIn order to describe automaton basicpaxosi for process i we provide three automata.One is called bpleaderi and models the \leader" behavior of the process; anotherone is called bpagenti and models the \agent" behavior of the process; the third oneis called bpsuccessi and it simply takes care of broadcasting a reached decision. Au-tomaton basicpaxosi is the composition of bpleaderi, bpagenti and bpsuccessi.Figures 6-5 and 6-6 show the code for bpleaderi, while Figure 6-7 shows thecode for bpagenti. We remark that these code fragments are written using theMMTA model. Remember that we use MMTA to describe in a simpler way ClockGT automata. In section 2.3 we have described a standard technique to transformany MMTA into a Clock GTA. Figures 6-8 and 6-9 show automaton bpsuccessi. Thepurpose of this automaton is simply to broadcast the decision once it has been reachedby the leader of a round. Figures 6-2 and 6-3 describe the exchange of messages usedin a round.It is worth noticing that the code fragments are \tuned" to work e�ciently whenthere are no failures. Indeed messages for a given round are sent only once, that is, noattempt is made to try to cope with losses of messages and responses are expected tobe received within given time bounds. Other strategies to try to conduct a successfulround even in the presence of some failures could be used. For example, messagescould be sent more than once to cope with the loss of some messages or a leader couldwait more than the minimum required time before abandoning the current round andstarting a new one|this is actually dealt with in Section 6.3. We have chosen to sendonly one message for each step of the round: if the execution is nice, one messageis enough to conduct a successful round. Once a decision has been made, there isnothing to do but try to send it to others. Thus once the decision has been made73



bpleaderiSignature:Input: Receive(m)j;i, m 2 f\Last", \Accept",\OldRound"gInit(v)i, NewRoundi, Stopi, Recoveri, Leaderi, NotLeaderiInternal: Collecti, BeginCasti,GatherLast(m)i, m is a \Last" messageGatherAccept(m)i, m is a \Accept" messageGatherOldRound(m)i m is a \OldRound" messageOutput: Send(m)i;j , m 2 f\Collect", \Begin"gGathered(v)i, Continuei, RndSuccess(v)iState:Status 2 falive,stoppedg initially aliveIamLeader, a boolean initially falseMode 2 fcollect,gatherlast,wait, begincast,gatheraccept,decided,doneg initially doneInitValue 2 V [ nil initially nilDecision 2 V [ fnilg initially nil
CurRnd 2 R initially (0; i)HighestRnd 2 R initially (0; i)Value 2 V [ fnilg initially nilValFrom 2 R initially (0; i)InfoQuo 2 2I initially fgAcceptQuo 2 2I initially fgInMsgs, multiset of msgs initially fgOutMsgs, multiset of msgs initially fgDerived Variable:LeaderAlive, a boolean, true i� Status = alive and IamLeader = trueActions:input StopiE�: Status := stoppedinput LeaderiE�: if Status = alive thenIamLeader := trueoutput Send(m)i;jPre: Status = alivemi;j 2 OutMsgsE�: remove mi;j from OutMsgs
input RecoveriE�: Status := aliveinput NotLeaderiE�: if Status = alive thenIamLeader := falseinput Receive(m)j;iE�: if Status = alive thenadd mj;i to InMsgsinput Init(v)iE�: if Status = alive thenInitValue := vFigure 6-5: Automaton bpleader for process i (part 1)
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Actions:input NewRoundiE�: if LeaderAlive = true thenCurRnd := HighestRnd+i 1HighestRnd := CurRndMode := collectoutput CollectiPre: LeaderAlive = trueMode = collectE�: ValFrom := (0; i)InfoQuo := fgAcceptQuo := fg8j put hCurRnd; \Collect"ii;jin OutMsgsMode := gatherlastinternal GatherLast(m)iPre: LeaderAlive = trueMode = gatherlastm = hr; \Last"; r0; vij;i 2 InMsgsCurRnd = rE�: remove m from InMsgsInfoQuo := InfoQuo [ fjgif ValFrom < r0 and v 6= nil thenValue := vValFrom := r0if jInfoQuoj > n=2 thenMode := gatheredoutput Gathered(Value)Pre: LeaderAlive = trueMode = gatheredE�: if Value = nil andInitValue 6= nil thenValue := InitValueif Value 6= nil thenMode := begincastelseMode := wait

internal ContinueiPre: LeaderAlive = trueMode = waitValue = nilInitValue 6= nilE�: Value := InitValueMode := begincastinternal BeginCastiPre: LeaderAlive = trueMode = begincastE�: 8j put hCurRnd; \Begin";Valueii;jin OutMsgsMode := gatheracceptinternal GatherAccept(m)iPre: LeaderAlive = trueMode = gatheracceptm = hr; \Accept"ij;i 2 InMsgsCurRnd = rE�: remove m from InMsgsAcceptQuo := AcceptQuo [fjgif jAcceptQuoj > n=2 thenDecision := ValueMode := decidedoutput RndSuccess(Decision)iPre: LeaderAlive = trueMode = decidedE�: Mode := doneinternal GatherOldRound(m)iPre: Status = alivem = hr; \OldRound"; r0ij;i 2 InMsgsHighestRnd < r0E�: remove m from InMsgsHighestRnd := r0Tasks and bounds:fCollecti, Gathered(v)i, Continuei, BeginCasti, RndSuccess(v)ig, bounds [0; `]fGatherLast(m)i, m 2 InMsgs, m is a \Last" messageg, bounds [0; `]fGatherAccept(m)i, m 2 InMsgs, m is a \Accept" messageg, bounds [0; `]fGatherOldRound(m)i, m 2 InMsgs, m is a \OldRound" messageg, bounds [0; `]fSend(m)i;j , mi;j 2 OutMsgsg, bounds [0; `]Figure 6-6: Automaton bpleader for process i (part 2)75



bpagentiSignature:Input: Receive(m)j;i, m 2 f\Collect", \Begin"gInit(v)i, Stopi, RecoveriInternal: LastAccept(m)i, m is a \Collect" messageAccept(m)i, m is a \Begin" messageOutput: Send(m)i;j , m 2 f"Last", \Accept", \OldRound"gState:Status 2 falive,stoppedg initially aliveLastR 2 R initially (0; i)LastV 2 V [ fnilg initially nil Commit 2 R initially (0; i)InMsgs, multiset of msgs initially fgOutMsgs, multiset of msgs initially fgActions:input StopiE�: Status := stoppedoutput Send(m)i;jPre: Status = alivem 2 OutMsgsE�: remove mi;j from OutMsgsinternal LastAccept(m)iPre: Status = alivem = hr; \Collect"ij;i 2 InMsgsE�: remove m from InMsgsif r � Commit thenCommit := rput hr; \Last";LastR;LastVii;jin OutMsgselseput hr; \OldRound";Commitii;jin OutMsgs

input RecoveriE�: Status := aliveinput Receive(m)j;iE�: if Status = alive thenadd mj;i to InMsgsinternal Accept(m)iPre: Status = alivem = hr; \Begin"; vij;i 2 InMsgsE�: remove m from InMsgsif r � Commit thenput hr; \Accept"ii;j in InMsgsLastR := r, LastV := velseput hr; \OldRound";Commitii;jin OutMsgsinput Init(v)iE�: if Status = alive thenif LastV = nil then LastV := vTasks and bounds:fLastAccept(m)i, m 2 InMsgs, m is a \Collect" messageg, bounds [0; `]fAccept(m)i, m 2 InMsgs, m is a \Begin" messageg, bounds [0; `]fSend(m)i;j , mi;j 2 OutMsgs g, bounds [0; `]Figure 6-7: Automaton bpagent for process i
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bpsuccessiSignature:Input: Receive(m)j;i, m 2 f\Ack", \Success"gStopi, Recoveri, Leaderi, NotLeaderi, RndSuccess(v)iInternal: SendSuccessi, CheckiOutput: Send(m)i;j , m 2 f\Ack", \Success"gDecide(v)iTime-passage: �(t)State:Clock 2 R initially arbitraryStatus 2 falive; stoppedg initially aliveIamLeader, a boolean initially falseDecision 2 V [ fnilg initially nilPrevsend 2 R [ fnilg initially nilLastCheck 2 R [ f1g initially 1LastSS 2 R [ f1g initially 1For each j 2 IAcked(j), a boolean initially falseLastSendAck(j) 2 R [ f1g initially 1LastSendSuc(j) 2 R [ f1g initially 1OutAckMsgs(j), set of msgs initially fgOutSucMsgs(j), set of msgs initially fgActions:input StopiE�: Status := stoppedinput LeaderiE�: if Status = alive andIamLeader = false thenIamLeader := trueif Decision 6= nil thenLastSS := clock+ `PrevSend := niloutput Send(m)i;jPre: Status = alivemi;j 2 OutAckMsgs(j)E�: OutAckMsgs(j) := fgLastSendAck(j) :=1output Send(m)i;jPre: Status = alivemi;j 2 OutSucMsgs(j)E�: OutSucMsgs(j) := fgLastSendSuc(j) :=1

input RecoveriE�: Status := aliveinput NotLeaderiE�: if Status = alive thenIamLeader := falseLastSS :=1LastCheck :=1For each j 2 ILastSendSuc(j) :=1input Receive(h\Ack"i)j;iE�: if Status = alive thenAcked(j) := trueinput Receive(h\Success",vi)j;iE�: if Status = alive thenDecision := vput h\Ack"ii;j into OutAckMsgs(j)LastSendAck(j) := Clock + `Figure 6-8: Automaton bpsuccess for process i (part 1)77



input RndSuccess(v)iE�: if Status = alive thenDecision := vif IamLeader = true thenLastSS := Clock+ `PrevSend := nilinternal SendSuccessiPre: Status = aliveIamLeader = trueDecision 6= nilPrevSend = nil9j 6= i, Acked(j) = falseE�: 8j 6= i such that Acked(j) = falseput h\Success",Decisionii;jin OutSucMsgs(j)LastSendSuc(j) := Clock + `PrevSend := ClockLastCheck := Clock + (2`+ 2d) + `LastSS :=1

internal CheckiPre: Status = alivePrevSend 6= nilClock > PrevSend+ (2`+ 2d)E�: PrevSend := nilLastSS := Clock + `LastCheck :=1output Decide(v)iPre: Status = aliveDecision 6= nilDecision = vE�: nonetime-passage �(t)Pre: Status = aliveE�: Let t0 be such thatClock+t0 � LastCheckClock+t0 � LastSSand for each j 2 IClock+t0 � LastSendAck(j)Clock+t0 � LastSendSuc(j)Clock := Clock+t0Figure 6-9: Automaton bpsuccess for process i (part 2)by the leader, the leader repeatedly sends the decision to the agents until it gets anacknowledgment. We remark that also in this case, in practice, it is important tochoose appropriate time-outs for the re-sending of a message; in our implementationwe have chosen to wait the minimum amount of time required by an agent to respondto a message from the leader; if the execution is stable this is enough to ensure thatonly one message announcing the decision is sent to each agent.We remark that there is some redundancy that derives from having separate au-tomata for the leader behavior and for the broadcasting of the decision. For exam-ple, both automata bpleaderi and bpsuccessi need to be aware of the decision,thus both have a Decision variable (the Decision variable of bpsuccessi is updatedwhen action RndSuccessi is executed by bpleaderi after the Decision variable ofbpleaderi is set). Having only one automaton would have eliminated the need ofsuch a duplication. However we preferred to separate bpleaderi and bpsuccessibecause they accomplish di�erent tasks.In addition to the code fragments of bpleaderi, bpagenti and bpsuccessi, we78



provide here some comments about the messages, the state variables and the actions.Messages. In this paragraph we describe the messages used for communicationbetween the leader i and the agents of a round. Every message m is a tuple ofelements. The messages are:1. \Collect" messages, m =hr;\Collect"ii;j. This message is sent by the leader ofa round to announce that a new round, with number r, has been started andat the same time to ask for information about previous rounds.2. \Last" messages, m =hr,\Last",r0,vij;i. This message is sent by an agent torespond to a \Collect" message from the leader. It provides the last round r0 inwhich the agent has accepted a value, and the value v proposed in that round.If the agent did not accept any value in previous rounds, then v is either nilor the initial value of the agent and r0 is (0; j).3. \Begin" messages, m = hr;\Begin",vii;j. This message is sent by the leader ofround r to announce the value v of the round and at the same time to ask toaccept it.4. \Accept" messages, m = hr; \Accept"ij;i. This message is sent by an agent torespond to a \Begin" message from the leader. With this message an agentaccepts the value proposed in the current round.5. \OldRound" messages, m = hr; \OldRound"; r0ij;i. This message is sent by anagent to respond either to a \Collect" or a \Begin" message. It is sent when theagent is committed to reject round r and it informs the leader about round r0,which is the higher numbered round for which the agent is committed to rejectround r.6. \Success" messages, m = h\Success",vii;j . This message is sent by the leaderto broadcast the decision.7. \Ack" messages, m =h\Ack"ij;i. This message is an acknowledgment, so thatthe leader can be sure that an agent has received the \Success" message.79



We use the kind of a message to indicate any message of that kind. For examplethe notation m 2 f\Collect", \Begin"g means that m is either a \Collect" message,that is m =hr,"Collect"i for some r, or a \Begin" message, that is m =hr,"Begin",vifor some r and v.Automaton bpleaderi. Variable Statusi is used to model process failures andrecoveries. Variable IamLeaderi keeps track of whether the process is leader. VariableModei is used like a program counter, to go through the steps of a round. VariableInitValuei contains the initial value of the process. Variable Decisioni contains thevalue, if any, decided by process i. Variable CurRndi contains the number of theround for which process i is currently the leader. Variable HighestRndi stores thehighest round number seen by process i. Variable Valuei contains the value beingproposed in the current round. Variable ValFromi is the round number of the roundfrom which Valuei has been chosen (recall that a leader sets the value for its roundto be equal to the value of a particular previous round, which is round ValFromi).Variable InfoQuoi contains the set of processes for which a \Last" message has beenreceived by process i (that is, the info-quorum). Variable AcceptQuo contains the setof processes for which an \Accept" message has been received by process i (that is,the accepting-quorum). We remark that in the original paper by Lamport, there isonly one quorum which is �xed in the �rst exchange of messages between the leaderand the agents, so that only processes in that quorum can accept the value beingproposed. However, there is no need to restrict the set of processes that can acceptthe proposed value to the info-quorum of the round. Messages from processes in theinfo-quorum are used only to choose a consistent value for the round, and once thishas been done anyone can accept that value. This improvement is also suggested inLamport's paper [29]. Finally, variables InMsgsi and OutMsgsi are bu�ers used forincoming and outcoming messages.Actions Stopi and Recoveri model process failures and recoveries. Actions Leaderiand NotLeaderi are used to update IamLeaderi. Actions Send(m)i;j and Receive(m)i;jsend messages to the channels and receive messages from the channels. Action Init(v)i80



is used by an external agent to set the initial value of process i. Action NewRoundistarts a new round. It sets the new round number by increasing the highest roundnumber ever seen. Action Collecti resets to the initial values all the variables thatdescribe the status of the round being conducted and broadcasts a \Collect" mes-sage. Action GatherLast(m)i collects the information sent by agents in response tothe leader's \Collect" message. This information is the number of the last roundaccepted by the agent and the value of that round. Upon receiving these messages,GatherLast(m)i updates, if necessary, variables Valuei and ValFromi. Also it updatesthe set of processes which eventually will be the info-quorum of the current round.Action GatherLast(m)i is executed until information is received from a majority ofthe processes. When \Last" messages have been collected from a majority of theprocesses, the info-quorum is �xed and GatherLast(m)i is no longer enabled. At thispoint action Gathered(v)i is enabled. If Valuei is de�ned then the value for the roundis set, and action BeginCasti is enabled. If Valuei is not de�ned (and this is possible ifthe leader does not have an initial value and does not receive any value in \Last" mes-sages) the leader waits for an initial value before enabling action BeginCasti. Whenan initial value is provided, action Continuei can be executed and it sets Valuei andenables action BeginCasti. Action BeginCasti broadcasts a \Begin" message includ-ing the value chosen for the round. Action GatherAccept(m)i gathers the \Accept"messages. If a majority of the processes accept the value of the current round thenthe round is successful and GatherAccepti sets the Decisioni variable to the valueof the current round. When variable Decisioni has been set, action RndSuccess(v)iis enabled. Action RndSuccessi is used to pass the decision to bpsuccessi. ActionGatherOldRound(m)i collects messages that inform process i that the round previ-ously started by i is \old", in the sense that a round with a higher number has beenstarted. Process i can update, if necessary, variable HighestRndi.Automaton bpagenti. Variable Statusi is used to model process failures and re-coveries. Variable LastRi is the round number of the latest round for which process ihas sent an \Accept" message. Variable LastVi is the value for round LastRi. Variable81



Commiti speci�es the round for which process i is committed and thus speci�es theset of rounds that process i must reject, which are all the rounds with round numberless than Commiti. We remark that when an agent commits for a round r and sendsto the leader of round r a \Last" message specifying the latest round r0 < r in whichit has accepted the proposed value, it is enough that the agent commits to not acceptthe value of any round r00 in between r0 and r. To make the code simpler, when anagent commits for a round r, it commits to reject any round r00 < r. Finally, variablesInMsgsi and OutMsgsi are bu�ers used for incoming and outcoming messages.Actions Stopi and Recoveri model process failures and recoveries. Actions Send(m)i;jand Receive(m)i;j send messages to the channels and receive messages from the chan-nels. Action LastAccepti responds to the \Collect" message sent by the leader bysending a \Last" message that gives information about the last round in which theagent has been involved. Action Accepti responds to the \Begin" message sent bythe leader. The agent accepts the value of the current round if it is not rejecting theround. In both LastAccepti and Accepti actions, if the agent is committed to rejectthe current round because of a higher numbered round, then an \OldRound" messageis sent to the leader so that the leader can update the highest round number everseen. Action Init(v)i sets to v the value of LastVi only if this variable is unde�ned.With this, the agent sends its initial value in a \Last" message whenever the agenthas not yet accepted the value of any round.Automaton bpsuccessi. Variable Statusi is used to model process failures andrecoveries. Variable IamLeaderi keeps track of whether the process is leader. VariableDecisioni stores the decision. Variable Acked(j)i contains a boolean that speci�eswhether or not process j has sent an acknowledgment for a \Success" message. Vari-able Prevsendi records the time of the previous broadcast of the decision. VariablesLastChecki, LastSSi, and variables LastSendAck(j)i, LastSendSuc(j)i, for j 6= i, areused to impose the time bounds on enabled actions. Their use should be clear fromthe code. Variables OutAckMsgs(j)i and OutSucMsgs(j)i, for j 6= i, are bu�ers foroutcoming \Ack" and \Success" messages, respectively. There are no bu�ers for in-82



coming messages because incoming messages are processed immediately, that is, byaction Receive(m)i;j.Actions Stopi and Recoveri model process failures and recoveries. Actions Leaderiand NotLeaderi are used to update IamLeaderi. Actions Send(m)i;j and Receive(m)i;jsend messages to the channels and receive messages from the channels. ActionReceive(m)i handles the receipt of \Ack" and \Success" messages. Action RndSuccessisimply takes care of updating the Decisioni variable and sets a time bound for theexecution of action SendSuccessi. Action SendSuccessi sends the \Success" message,along with the value of Decisioni to all processes for which there is no acknowledg-ment. It sets the time bounds for the re-sending of the \Success" message and alsothe time bounds LastSendSuc(j)i for the actual sending of the messages. ActionChecki re-enable action SendSuccessi after an appropriate time bound. We remarkthat 2`+2d is the time needed to send the \Success" message and get back an \Ack"message (see the analysis in the proof of Lemma 6.2.20).We remark that automaton bpsuccessi needs to be able to measure the passageof time.6.2.3 Partial CorrectnessLet us de�ne the system Sbpx to be the composition of system Scha and automatonbasicpaxosi for each process i 2 I (remember that basicpaxosi is the compositionof automata bpleaderi, bpagenti and bpsuccessi). In this section we prove thepartial correctness of Sbpx: we show that in any execution of the system Sbpx,agreement and validity are guaranteed.For these proofs, we augment the algorithmwith a collectionH of history variables.Each variable inH is an array indexed by the round number. For every round numberr a history variable contains some information about round r. In particular the setH consists of:Hleader(r) 2 I [ nil, initially nil (the leader of round r).Hvalue(r) 2 V [ nil, initially nil (the value for round r).83



Hfrom(r) 2 R [ nil, initially nil (the round from which Hvalue(r) is taken).Hinfquo(r), subset of I, initially fg (the info-quorum of round r).Haccquo(r), subset of I, initially fg (the accepting-quorum of round r).Hreject(r), subset of I, initially fg (processes committed to reject round r).The code fragments of automata bpleaderi and bpagenti augmented with thehistory variables are shown in Figure 6-10. The �gure shows only the actions thatchange history variables. Actions of bpsuccessi do not change history variables.bpleaderi Actions:input NewRoundiE�: if LeaderAlive = true thenCurRnd := HighestRnd+ 1� Hleader(CurRnd) := iHighestRnd := CurRndMode := collectoutput BeginCastiPre: LeaderAlive = trueMode = begincastE�: 8j put hCurRnd,\Begin",Valueii;jin OutMsgs� Hinfquo(CurRnd) := InfoQuo� Hfrom(CurRnd) := ValFrom� Hvalue(CurRnd) := ValueMode := gatheracceptinternal GatherAccept(m)iPre: LeaderAlive = trueMode = gatheracceptm =hr,\Accept"ij;i 2 InMsgsCurRnd = rE�: remove m from InMsgsAcceptQuo := AcceptQuo [fjgif jAcceptQuoj > n=2 thenDecision := Value� Haccquo(CurRnd):= AcceptQuoMode := decide

bpagenti Actions:internal LastAccept(m)iPre: Status = alivem =hr,\Collect"ij;i 2 InMsgsE�: remove m from InMsgsif r � Commit thenCommit := r� For all r0, LastR < r0 < r� Hreject(r0) := Hreject(r0) [ figput hr,\Last",LastR,LastVii;jin OutMsgselseput hr,\OldRound",Commitii;jin OutMsgs

Figure 6-10: Actions of bpleaderi and bpagenti for process i augmented withhistory variables. Only the actions that do change history variables are shown. Otheractions are the same as in bpleaderi and bpagenti, i.e. they do not change historyvariables. Actions of bpsuccessi do not change history variables.Initially, when no round has been started yet, all the information contained in the84



history variables is set to the initial values. All but Hreject(r) history variables ofround r are set by the leader of round r, thus if the round has not been started thesevariables remain at their initial values. More formally we have the following lemma.Lemma 6.2.2 In any state of an execution of Sbpx, if Hleader(r) = nil thenHvalue(r) = nilHfrom(r) = nilHinfquo(r) = fgHaccquo(r) = fg:Proof: By an easy induction.Given a round r, Hreject(r), is modi�ed by all the processes that commit themselvesto reject round r, and we know nothing about its value at the time round r is started.Next we de�ne some key concepts that will be instrumental in the proofs.De�nition 6.2.3 In any state of the system Sbpx, a round r is said to be \dead" ifjHreject(r)j � n=2.That is, a round r is dead if at least n=2 of the processes are rejecting it. Hence, if around r is dead, there cannot be a majority of the processes accepting its value, i.e.,round r cannot be successful.De�nition 6.2.4 The set RS is the set fr 2 RjHleader(r) 6= nilg.That is, RS is the set of rounds that have been started. A round r is formally startedas soon as its leader Hleader(r) is de�ned by the NewRoundi action.De�nition 6.2.5 The set RV is the set fr 2 RjHvalue(r) 6= nilg.That is, RV is the set of rounds for which the value has been chosen.Invariant 6.2.6 In any state s of an execution of Sbpx, we have that RV � RS.85



Indeed for any round r, if Hleader(r) is nil, by Lemma 6.2.2 we have that Hvalue(r)is also nil. Hence Hvalue(r) is always set after Hleader(r) has been set.Next we formally de�ne the concept of anchored round which is crucial to theproofs. The idea of anchored round is borrowed from [31]. Informally a round r isanchored if its value is consistent with the value chosen in any previous round r0.Consistent means that either the value of round r is equal to the value of round r0 orround r0 is dead. Intuitively, it is clear that if all the rounds are either anchored ordead, then agreement is satis�ed.De�nition 6.2.7 A round r 2 RV is said to be \anchored" if for every round r0 2 RVsuch that r0 < r, either round r0 is dead or Hvalue(r0) = Hvalue(r).Next we prove that Sbpx guarantees agreement, by using a sequence of invariants.The key invariant is Invariant 6.2.13 which states that all rounds are either dead oranchored. The �rst invariant, Invariant 6.2.8, captures the fact that when a processsends a \Last" message in response to a \Collect" message for a round r, then itcommits to not vote for rounds previous to round r.Invariant 6.2.8 In any state s of an execution of Sbpx, if message hr,\Last",r00,vij;iis in OutMsgsj, then j 2 Hreject(r0), for all r0 such that r00 < r0 < r.Proof: We prove the invariant by induction on the length k of the execution �.The base is trivial: if k = 0 then � = s0, and in the initial state no message is inOutMsgsj. Hence the invariant is vacuously true. For the inductive step assume thatthe invariant is true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s.We need to prove that the invariant is still true in s. We distinguish two cases.Case 1. hr,\Last",r00,vij;i 2 sk:OutMsgsj. By the inductive hypothesis we havej 2 sk:Hreject(r0), for all r0 such that r00 < r0 < r. Since no process is ever removedfrom any Hreject set, we have j 2 s:Hreject(r0), for all r0 such that r00 < r0 < r.Case 2. hr,\Last",r00,vij;i 62 sk:OutMsgsj. Since by hypothesis we have hr;\Last",r00,vij;i2 s:OutMsgsj, it must be that � = LastAccept(m)j , with m =hr,\Collect"i and it86



must be sk:LastRj = r00. Then the invariant follows by the code of LastAccept(m)jwhich puts process j into Hreject(r0) for all r0 such that r00 < r0 < r.The next invariant states that the commitment made by an agent when sendinga \Last" message is still in e�ect when the message is in the communication channel.This should be obvious, but to be precise in the rest of the proof we prove it formally.Invariant 6.2.9 In any state s of an execution of Sbpx, if message hr,\Last",r00,vij;iis in channelj;i, then j 2 Hreject(r0), for all r0 such that r00 < r0 < r.Proof: We prove the invariant by induction on the length k of the execution �.The base is trivial: if k = 0 then � = s0, and in the initial state no messages are inchannelj;i. Hence the invariant is vacuously true. For the inductive step assume thatthe invariant is true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s.We need to prove that the invariant is still true in s. We distinguish two cases.Case 1. hr,\Last",r00,vij;i 2 sk:channelj;i. By the inductive hypothesis we havej 2 sk:Hreject(r0), for all r0 such that r00 < r0 < r. Since no process is ever removedfrom any Hreject set, we have j 2 s:Hreject(r0), for all r0 such that r00 < r0 < r.Case 2. hr,\Last",r00; vij;i 62 sk:channelj;i. Since by hypothesis hr,\Last",r00; vij;i2 s:OutMsgsj, it must be that � = Send(m)j;i withm =hr;\Last",r00; vij;i. By the pre-condition of action Send(m)j;i we have that message hr;\Last",r00; vij;i 2 sk:OutMsgsj.By Invariant 6.2.8 we have that process j 2 sk:Hreject(r0) for all r0 such thatr00 < r0 < r. Since no process is ever removed from any Hreject set, we havej 2 s:Hreject(r0), for all r0 such that r00 < r0 < r.The next invariant states that the commitment made by an agent when sendinga \Last" message is still in e�ect when the message is received by the leader. Again,this should be obvious.Invariant 6.2.10 In any state s of an execution of Sbpx, if message hr;\Last",r00,vij;iis in InMsgsi, then j 2 Hreject(r0), for all r0 such that r00 < r0 < r.Proof: We prove the invariant by induction on the length k of the execution �. Thebase is trivial: if k = 0 then � = s0, and in the initial state no messages are in87



InMsgsi. Hence the invariant is vacuously true. For the inductive step assume thatthe invariant is true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s.We need to prove that the invariant is still true in s. We distinguish two cases.Case 1. hr,\Last",r00,vij;i 2 sk:InMsgsi. By the inductive hypothesis we havej 2 sk:Hreject(r0), for all r0 such that r00 < r0 < r. Since no process is ever removedfrom any Hreject set, we have j 2 s:Hreject(r0), for all r0 such that r00 < r0 < r.Case 2. hr,\Last",r00,vij;i 62 sk:InMsgsi. Since by hypothesis hr;\Last",r00,vij;i2 s:InMsgsi, it must be that � = Receive(m)i;j with m = hr;\Last",r00; vij;i. In orderto execute action Receive(m)i;j we must have hr,\Last",r00; vij;i 2 sk:channelj;i. ByInvariant 6.2.9 we have j 2 sk:Hreject(r0) for all r0 such that r00 < r0 < r. Since noprocess is ever removed from any Hreject set, we have j 2 s:Hreject(r0), for all r0such that r00 < r0 < r.The following invariant states that the commitment to reject smaller rounds, madeby the agent is still in e�ect when the leader updates its information about previousrounds using the agents' \Last" messages.Invariant 6.2.11 In any state s of an execution Sbpx, if process j 2 InfoQuoi, forsome process i, and CurRndi = r, then 8r0 such that s:ValFromi < r0 < r, we havethat j 2 Hreject(r0).Proof: We prove the invariant by induction on the length k of the execution �. Thebase is trivial: if k = 0 then � = s0, and in the initial state no process j is in InfoQuoifor any i. Hence the invariant is vacuously true. For the inductive step assume thatthe invariant is true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s.We need to prove that the invariant is still true in s. We distinguish two cases.Case 1. In state sk, j 2 InfoQuoi, for some process i, and CurRndi = r. Thenby the inductive hypothesis, in state sk we have that j 2 Hreject(r0), for all r0 suchthat sk:ValFromi < r0 < r. Since no process is ever removed from any Hreject setand, as long as CurRndi is not changed, variable ValFromi is never decreased, thenalso in state s we have that j 2 Hreject(r0), for all r0 such that s:ValFromi < r0 < r.88



Case 2. In state sk, it is not true that j 2 InfoQuoi, for some process i,and CurRndi = r. Since in state s it holds that j 2 InfoQuoi, for some processi, and CurRndi = r, it must be the case that � = GatherLast(m)i with m =hr;\Last",r00; vij;i. Notice that, by the precondition of GatherLast(m)i, m 2 InMsgsi.Hence, by Invariant 6.2.10 we have that j 2 Hreject(r0), for all r0 such that r00 < r0 <r. By the code of the GatherLast(m)i action we have that ValFromi � r00. Whencethe invariant is proved.The following invariant is basically the previous one stated when the leader has�xed the info-quorum.Invariant 6.2.12 In any state of an execution of Sbpx, if j 2 Hinfquo(r) then 8r0such that Hfrom(r) < r0 < r, we have that j 2 Hreject(r0).Proof: We prove the invariant by induction on the length k of the execution �.The base is trivial: if k = 0 then � = s0, and in the initial state we have that forevery round r, Hleader(r) = nil and thus by Lemma 6.2.2 there is no process j inHinfquo(r). Hence the invariant is vacuously true. For the inductive step assume thatthe invariant is true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s.We need to prove that the invariant is still true in s. We distinguish two cases.Case 1. In state sk, j 2 Hinfquo(r). By the inductive hypothesis, in state sk wehave that j 2 Hreject(r0), for all r0 such that Hfrom(r) < r0 < r. Since no process isever removed from any Hreject set, then also in state s we have that j 2 Hreject(r0),for all r0 such that Hfrom(r) < r0 < r.Case 2. In state sk, j 62 Hinfquo(r). Since in state s, j 2 Hinfquo(r), it mustbe the case that action � puts j in Hinfquo(r). Thus it must be � = BeginCasti forsome process i, and it must be sk:CurRndi = r and j 2 sk:InfoQuoi. Since actionBeginCasti does not change CurRndi and InfoQuoi we have that s:CurRndi = r andj 2 s:InfoQuoi. By Invariant 6.2.11 we have that j 2 Hreject(r0) for all r0 suchthat s:ValFromi < r0 < r. By the code of BeginCasti we have that Hfrom(r) =s:ValFromi.We are now ready to prove the main invariant.89



Invariant 6.2.13 In any state of an execution of Sbpx, any non-dead round r 2 RVis anchored.Proof: We proceed by induction on the length k of the execution �. The base istrivial. When k = 0 we have that � = s0 and in the initial state no round has beenstarted yet. Thus Hleader(r) = nil and by Lemma 6.2.2 we have that RV = fg andthus the assertion is vacuously true. For the inductive step assume that the assertionis true for � = s0�1s1:::�ksk and consider the execution s0�1s1:::�ksk�s. We need toprove that, for every possible action � the assertion is still true in state s. First weobserve that the de�nition of \dead" round depends only upon the history variablesand that the de�nition of \anchored" round depends upon the history variables andthe de�nition of \dead" round. Thus the de�nition of \anchored" depends only onthe history variables. Hence actions that do not modify the history variables cannota�ect the truth of the assertion. The actions that change history variables are:1. � = NewRoundi2. � = BeginCasti3. � = GatherAccept(m)i4. � = LastAccept(m)iCase 1. Assume � =NewRoundi. This action sets the history variable Hleader(r),where r is the round number of the round being started by process i. The new roundr does not belong to RV since Hvalue(r) is still unde�ned. Thus the assertion of thelemma cannot be contradicted by this action.Case 2. Assume � = BeginCasti. Action � sets Hvalue(r), Hfrom(r) andHinfquo(r) where r = sk:CurRnd. Round r belongs to RV in the new state s.In order to prove that the assertion is still true it su�ces to prove that round r isanchored in state s and any round r0, r0 > r is still anchored in state s. Indeed roundswith round number less than r are still anchored in state s, since the de�nition ofanchored for a given round involves only rounds with smaller round numbers.90



First we prove that round r is anchored. From the precondition of BeginCasti we havethat Hinfquo(r) contains more than n=2 processes; indeed variable Mode is equal tobegincast only if the cardinality of InfoQuo is greater than n=2. Using Invariant6.2.12 for each process j in s:Hinfquo(r), we have that for every round r0, such thats:Hfrom(r) < r0 < r, there are more than n=2 processes in the set Hreject(r0),which means that every round r0, s:Hfrom(r) < r0 < r, is dead. Moreover, by thecode of � we have that s:Hfrom(r) = sk:ValFrom and s:Hvalue(r) = sk:Value. Fromthe code (see action GatherLasti) it is immediate that Value is the value of roundValFrom. In particular we have that sk:Value = sk:Hvalue(sk:V alue). Hence wehave s:Hvalue(r) = s:Hvalue(s:Hfrom(r)). Finally we notice that round Hfrom(r) isanchored (any round previous to r is still anchored in state s) and thus we have thatany round r0 < r is either dead or such that s:Hvalue(s:Hfrom(r)) = s:Hvalue(r0).Hence for any round r0 < r we have that either round r0 is dead or that s:Hvalue(r) =s:Hvalue(r0). Thus round r is anchored in state s.Finally, we need to prove that any non-dead round r0, r0 > r that was anchoredin sk is still anchored in s. Since action BeginCasti modi�es only history variablesfor round r, we only need to prove that in state s, Hvalue(r0) = Hvalue(r). Let r00be equal to Hfrom(r). Since r0 is anchored in state sk we have that sk:Hvalue(r0) =sk:Hvalue(r00). Again because BeginCasti modi�es only history variables for roundr, we have that s:Hvalue(r0) = s:Hvalue(r00). But we have proved that round r isanchored in state s and thus s:Hvalue(r) = s:Hvalue(r00). Hence s:Hvalue(r0) =s:Hvalue(r).Case 3. Assume � = GatherAccept(m)i. This action modi�es only variableHaccquo, which is not involved in the de�nition of anchored. Thus this action cannotmake the assertion false.Case 4. Assume � = LastAccept(m)i. This action modi�es Hinfquo andHreject. Variable Hinfquo is not involved in the de�nition of anchored. ActionLastAccept(m)i may put process i in Hreject of some rounds and this, in turn, maymake those rounds dead. However this cannot make false the assertion; indeed if around r was anchored in sk it is still anchored when another round becomes dead.91



The next invariant follows from the previous one and gives a more direct statementabout the agreement property.Invariant 6.2.14 In any state of an execution of Sbpx, all the Decision variablesthat are not nil, are set to the same value.Proof: We prove the invariant by induction on the length k of the execution �. Thebase of the induction is trivially true: for k = 0 we have that � = s0 and in the initialstate all the Decisioni variables are unde�ned.Assume that the assertion is true for � = s0�1s1:::�ksk and consider the execu-tion s0�1s1:::�ksk�s. We need to prove that, for every possible action � the as-sertion is still true in state s. Clearly the only actions which can make the as-sertion false are those that set Decisioni, for some process i. Thus we only needto consider actions GatherAccept(hr; \Accept"i)i and actions RndSuccess(v)i andReceive(h\Success"; vi)i;j of automaton bpsuccessi.Case 1. Assume � = GatherAccept(hr; \Accept"i)i. This action sets Decisionito Hvalue(r). If all Decisionj, j 6= i, are unde�ned then Decisioni is the �rst decisionand the assertion is still true. Assume there is only one Decisionj already de�ned.Let Decisionj = Hvalue(r0) for some round r0. By Invariant 6.2.13, rounds r and r0are anchored and thus we have that Hvalue(r0) = Hvalue(r). Whence Decisioni =Decisionj. If there are some Decisionj, j 6= i, which are already de�ned, then by theinductive hypothesis they are all equal. Thus, the lemma follows.Case 2. Assume � = RndSuccess(v)i. This action sets Decisioni to v. By thecode, value v is equal to the Decisionj of some other process. The lemma follows bythe inductive hypothesis.Case 2. Assume � = Receive(h\Success",vi)i. This action sets Decisioni to v. Itis easy to see (by the code) that the value sent in a \Success" message is always theDecision of some process. Thus we have that Decisioni is equal to Decisionj for someother process j and the lemma follows by the inductive hypothesis.Finally we can prove that agreement is satis�ed.Theorem 6.2.15 In any execution of the system Sbpx, agreement is satis�ed.92



Proof: Immediate from Invariant 6.2.14.Validity is easier to prove since the value proposed in any round comes either froma value supplied by an Init(v)i action or from a previous round.Invariant 6.2.16 In any state of an execution � of Sbpx, for any r 2 RV we havethat Hvalue(r) 2 V�.Proof: We proceed by induction on the length k of the execution �. The base of theinduction is trivially true: for k = 0 we have that � = s0 and in the initial state allthe Hvalue variables are unde�ned.Assume that the assertion is true for � = s0�1s1:::�ksk and consider the executions0�1s1:::�ksk�s. We need to prove that, for every possible action � the assertionis still true in state s. Clearly the only actions that can make the assertion falseare those that modify Hvalue. The only action that modi�es Hvalue is BeginCast.Thus, assume � = BeginCasti. This action sets Hvalue(r) to Valuei. We need toprove that all the values assigned to Valuei are in the set V�. Variable Valuei ismodi�ed by actions NewRoundi and GatherLast(m)i. We can easily take care ofaction NewRoundi because it simply sets Valuei to be InitValuei which is obviouslyin V�. Thus we only need to worry about GatherLast(m)i actions. A GatherLast(m)iaction sets variable Valuei to the value speci�ed into the \Last" message if that valueis not nil. The value speci�ed into any \Last" message is either nil or the valueHvalue(r0) of a previous round r0; by the inductive hypothesis we have that Hvalue(r0)belongs to V�.Invariant 6.2.17 In any state of an execution of Sbpx, all the Decision variablesthat are not unde�ned are set to some value in V�.Proof: A variable Decision is always set to be equal to Hvalue(r) for some r. Thusthe invariant follows from Invariant 6.2.16.Theorem 6.2.18 In any execution of the system Sbpx, validity is satis�ed.Proof: Immediate from Invariant 6.2.17.93



6.2.4 Analysis of SbpxIn this section we analyze the performance of Sbpx. Since termination is not guar-anteed by Sbpx in this section we provide a performance analysis (Lemma 6.2.24)assuming that a successful round is conducted. Then in Section 6.4, Theorem 6.4.2provides the performance analysis of Spax, which, in a nice execution fragment,guarantees termination.Let us begin by making precise the meaning of the expressions \the start (end) ofa round".De�nition 6.2.19 In an execution fragment whose states are all unique-leader stateswith process i being the unique leader, the \start" of a round is the execution of actionNewRoundi and the \end" of a round is the execution of action RndSuccessi.A round is successful if it ends, that is, if the RndSuccessi action is executed bythe leader i. Moreover we say that a process i reaches its decision when automatonbpsuccessi sets its Decisioni variable. We remark that, in the case of a leader, thedecision is actually reached when the leader knows that a majority of the processeshave accepted the value being proposed. This happens in action GatherAccept(m)iof bpleaderi. However, to be precise in our proofs, we consider the decision reachedwhen the variableDecisioni of bpsuccessi is set; for the leader this happens exactly atthe end of a successful round. Notice that the Decide(v)i action, which communicatesthe decision v of process i to the external environment, is executed within ` time fromthe point in time when process i reaches the decision, provided that the execution isregular (in a regular execution actions are executed within the expected time bounds).The following lemma states that once a round has ended, if the execution isstable, the decision is reached by all the alive processes within linear (in the numberof processes) time.Lemma 6.2.20 If an execution fragment � of the system Sbpx, starting in a reach-able state s and lasting for more than 3`+ 2d time, is stable and unique-leader, withprocess i leader, and process i reaches a decision in state s, then by time 3`+2d, every94



alive process j 6= i has reached a decision, and the leader i has Acked(j)i = true forevery alive process j 6= i.Proof: First notice that Sbpx is the composition of channeli;j and other automata.Hence, by Theorem 2.6.10 we can apply Lemma 3.2.3. Let J be the alive processesj 6= i such that Acked(j)i = false. If J is empty then the lemma is trivially true.Hence assume J 6= fg.By assumption, the action that brings the system into state s is action RndSuccessi(the leader reaches a decision in state s). Hence action SendSuccessi is enabled. Bythe code of bpsuccessi, action SendSuccessi is executed within ` time. This ac-tion puts a \Success" message for each process j 2 J into OutSucMsgs(j)i. Bythe code of bpsuccessi, each of these messages is put on channeli;j, i.e., actionSend(h\Success",vi)i;j is executed, within ` time. By Lemma 3.2.3 each alive pro-cess j 2 J receives the \Success" message, i.e., executes a Receive(h\Success",vi)i;jaction, within d time. This action sets Decisionj to v and puts an \Ack" messageinto OutAckMsgs(i)j. By the code of bpsuccessj, this \Ack" message is put onchannelj;i, i.e., action Send(\Ack")j;i is executed, within ` time, for every pro-cess j. By Lemma 3.2.3 the leader i receives the \Ack" message, i.e., executesa Receive(h\Ack"i)j;i action, within d time, for each process j. This action setsAcked(j)i = true.Summing up the time bounds we get the lemma.In the following we are interested in the time analysis from the start to the end ofa successful round. We consider a unique-leader execution fragment �, with processi leader, and such that the leader i has started a round by the �rst state of � (thatis, in the �rst state of �, CurRndi = r for some round number r).We remark that in order for the leader to execute step 3 of a round, i.e., actionBeginCasti, it is necessary that Valuei be de�ned. If the leader does not have an initialvalue and no agent sends a value in a \Last" message, variable Valuei is not de�ned.In this case the leader needs to wait for the execution of the Init(v)i to set a value topropose in the round (see action Continuei). Clearly the time analysis depends on the95



time of occurrence of the Init(v)i. To deal with this we use the following de�nition.De�nition 6.2.21 Given an execution fragment �, we de�ne ti� to be 0, if variableInitValuei is de�ned in the �rst state of �; the time of occurrence of action Init(v)i, ifvariable InitValuei is unde�ned in the �rst state of � and action Init(v)i is executed in�; 1, if variable InitValuei is unde�ned in the �rst state of � and no Init(v)i actionis executed in �. Moreover, we de�ne T i� to be maxf7`+ 2d; ti� + 2`g.Informally, the above de�nition of T i� gives the time, counted from the beginningof a round, by which a BeginCasti action is expected to be executed, assuming thatthe execution � is stable and the round being conducted is successful. More formallywe have the following lemma.Lemma 6.2.22 Suppose that for an execution fragment � of the system Sbpx, start-ing in a reachable state s in which s:Decision = nil, it holds that:(i) � is stable;(ii) � is a unique-leader execution, with process i leader;(iii) � lasts for more than T i�;(iv) the action that brings the system into state s is action NewRoundi for someround r;(v) round r is successful.Then we have that action BeginCasti for round r is executed within time T i� of thebeginning of �.Proof: First notice that Sbpx is the composition of channeli;j and other automata.Hence, by Theorem 2.6.10 we can apply Lemmas 2.5.4 and 3.2.3. Since the executionis stable, it is also regular, and thus by Lemma 2.5.4 actions of bpleaderi andbpagenti are executed within ` time and by Lemma 3.2.3 messages are deliveredwithin d time. 96



Action NewRoundi enables action Collecti which is executed in at most ` time.This action puts \Collect" messages, one for each agent j, into OutMsgsi. By thecode of bpleaderi (see tasks and bounds) each one of these messages is sent onchanneli;j i.e., action Sendi;j is executed for each of these messages, within ` time.By Lemma 3.2.3 a \Collect" message is delivered to each agent j, i.e., action Receivei;jis executed, within d time. Then it takes ` time for an agent to execute actionLastAcceptj which puts a \Last" message in OutMsgsj. By the code of bpagenti(see tasks and bounds) it takes additional ` time to execute action Sendj;i to send the\Last" message on channelj;i. By Lemma 3.2.3, this \Last" message is deliveredto the leader, i.e., action Receivej;i is executed, within additional d time. By thecode of bpleaderi (see tasks and bounds) each one of these messages is processedby GatherLasti within ` time. Action Gatheredi is executed within additional ` time.At this point there are two possible cases: (i) Valuei is de�ned and (ii) Valuei isnot de�ned. In case (i), action BeginCasti is enabled and is executed within ` time.Summing up the times considered so far we have that action BeginCasti is executedwithin 7` + 2d time from the start of the round. In case (ii), action Continuei isexecuted within ` time of the execution of action Continuei, and thus by time ti� + `.This action enables action BeginCasti which is executed within additional ` time.Hence action BeginCasti is executed by time ti� + 2`. Putting together the two caseswe have that action BeginCasti is executed by time maxf7`+ 2d; ti� + 2`g.Hence we have proved that action BeginCasti is executed in � by time T i�.Next lemma gives a bound for the time that elapses between the execution ofthe BeginCasti action and the RndSuccessi action for a successful round in a stableexecution fragment.Lemma 6.2.23 Suppose that for an execution fragment � of the system Sbpx, start-ing in a reachable state s in which s:Decision = nil, it holds that:(i) � is stable;(ii) � is a unique-leader execution, with process i leader;97



(iii) � lasts for more than 5`+ 2d time;(iv) the action that brings the system into state s is action BeginCasti for someround r;(v) round r is successful.Then we have that action RndSuccessi is performed by time 5`+2d from the beginningof �.Proof: First notice that Sbpx is the composition of channeli;j and other automata.Hence, by Theorem 2.6.10 we can apply Lemmas 2.5.4 and 3.2.3. Since the executionis stable, it is also regular, and thus by Lemma 2.5.4 actions of bpleaderi andbpagenti are executed within ` time and by Lemma 3.2.3 messages are deliveredwithin d time.Action BeginCasti puts \Begin" messages for round r in OutMsgsi. By the code ofbpleaderi (see tasks and bounds) each one of these messages is put on channeli;jby means of action Sendi;j in at most ` time. By Lemma 3.2.3 a \Begin" messageis delivered to each agent j, i.e., action Receivei;j is executed, within d time. Bythe code of bpagentj (see tasks and bounds) action Acceptj is executed within `time. This action puts an \Accept" message in OutMsgsj. By the code of bpagentjthe \Accept" message is put on channelj;i, i.e., action Sendj;i for this messageis executed, within ` time. By Lemma 3.2.3 the message is delivered, i.e., actionReceivej;i for that message is executed, within d time. By the code of bpleaderiaction GatherAccepti is executed for a majority of the \Accept" messages withinadditional ` time. At this point variable Decisioni is de�ned and action RndSuccessiis executed within ` time. Summing up all the times we have that the round endswithin 5`+ 2d.We can now easily prove a time bound on the time needed to complete a round.Lemma 6.2.24 Suppose that for an execution fragment � of the system Sbpx, start-ing in a reachable state s in which s:Decision = nil, it holds that:98



(i) � is stable;(ii) � is a unique-leader execution, with process i leader;(iii) � lasts for more than T i� + 5`+ 2d;(iv) the action that brings the system into state s is action NewRoundi for someround r;(v) round r is successful.Then we have that action BeginCasti for round r is executed within time T i� of thebeginning of � and action RndSuccessi is executed by time T i�+5`+2d of the beginningof �.Proof: Follows from Lemmas 6.2.22 and 6.2.23The previous lemma states that in a stable execution a successful round is con-ducted within some time bound. However it is possible that even if the systemexecutes nicely from some point in time on, no successful round is conducted and tohave a successful round a new round must be started. We take care of this problemin the next section. We will use a more re�ned version of Lemma 6.2.24; this re�nedversion replaces condition (v) with a weaker requirement. This weaker requirementis enough to prove that the round is successful.Lemma 6.2.25 Suppose that for an execution fragment � of Sbpx, starting in areachable state s in which s:Decision = nil, it holds that:(i) � is nice;(ii) � is a unique-leader execution, with process i leader;(iii) � lasts for more than T i� + 5`+ 2d time;(iv) the action that brings the system into state s is action NewRoundi for someround r; 99



(v) there exists a set J � I of processes such that every process in J is alive andJ is a majority, for every j 2 J , s:Commitj � r and in state s for every j 2 Jand k 2 I, channelk;j and InMsgsj do not contain any \Collect" messagebelonging to any round r0 > r.Then we have that action BeginCasti is performed by time T i� and action RndSuccessiis performed by time T i� + 5`+ 2d from the beginning of �.Proof: Process i sends a \Collect" message which is delivered to all the alive voters.All the alive voters, and thus all the processes in J , respond with \Last" messageswhich are delivered to the leader. No process j 2 J can be committed to reject roundr. Indeed, by assumption, process j is not committed to reject round r in state sand process j cannot commit to reject round r. The latter is due to the fact that instate s no message that can cause process j to commit to reject round r is either inInMsgsj nor in any channel to process j, and in � the only leader is i, which onlysends messages belonging to round r. Since J is a majority, the leader receives atleast a majority of \Last" messages and thus it is able to proceed with the next stepof the round. The leader sends a \Begin" message which is delivered to all the alivevoters. All the alive voters, and thus all the processes in J , respond with \Accept"messages since they are not committed to reject round r. Since J is a majority, theleader receives at least a majority of \Accept" messages. Therefore given that � lastsfor enough time round r is successful.Since round r is successful, the lemma follows easily from Lemma 6.2.24.6.3 Automaton SpaxTo reach consensus using Sbpx, rounds must be started by an external agent by meansof the NewRoundi action that makes process i start a new round. In this section weprovide automata starteralgi that start new round. Composing starteralgiwith Sbpx we obtain Spax. 100



The system Sbpx guarantees that running rounds does not violate agreementand validity, even if rounds are started by many processes. However since running anew round may prevent a previous one from succeeding, initiating too many roundsis not a good idea. The strategy used to initiate rounds is to have a leader electionalgorithm and let the leader initiate new rounds until a round is successful. We exploitthe robustness of basicpaxos in order to use the sloppy leader elector provided inSection 5. As long as the leader elector does not provide exactly one leader, itis possible that no round is successful, however agreement and validity are alwaysguaranteed. Moreover, when the leader elector provides exactly one leader, if thesystem Sbpx is executing a nice execution fragment then a round is successful.Automaton starteralgi takes care of the problem of starting new rounds. Thisautomaton interacts with leaderelectori by means of the Leaderi and NotLeaderiactions and with basicpaxosi by means of the NewRoundi, Gathered(v)i, Continueiand RndSuccess(v)i actions. Figure 6-1, given at the beginning of the section, showsthe interaction of the starteralgi automaton with the other automata.Automaton starteralgi does the following. Whenever process i becomes leader,the starteralgi automaton starts a new round by means of action NewRoundi.Moreover the automaton checks that action BeginCasti is executed within the ex-pected time bound (given by Lemma 6.2.24). If BeginCasti is not executed withinthe expected time bound, then starteralgi starts a new round. Similarly onceBeginCasti has been executed, the automaton checks that action RndSuccess(v)i isexecuted within the expected time bound (given by Lemma 6.2.24). Again, if suchan action is not executed within the expected time bound, starteralgi starts anew round. We remark that to check for the execution of BeginCasti, the automatonactually checks for the execution of action Gathered(v)i. This is because the ex-pected time of execution of BeginCasti depends on whether an initial value is alreadyavailable when action Gathered(v)i is executed. If such a value is available whenGathered(v)i is executed then BeginCasti is enabled and is expected to be executedwithin ` time of the execution of Gathered(v)i. Otherwise the leader has to wait forthe execution of action Init(v)i which enables action Continuei and action BeginCasti101



starteralgiSignature:Input: Leaderi, NotLeaderi, Stopi, Recoveri, Gathered(v)i, Continuei, RndSuccess(v)iInternal: CheckGatheredi, CheckRndSuccessiOutput: NewRoundiTime-passage: �(t)State:Clock 2 R initially arbitraryStatus 2 falive,stoppedg initially aliveIamLeader, a boolean initially falseStart, a boolean initially false DlineSuc 2 R [ f1g initially nilDlineGat 2 R [ f1g initially nilLastNR 2 R [ f1g initially 1RndSuccess, a boolean initially falseActions:input StopiE�: Status := stoppedinput RecoveriE�: Status := aliveinput LeaderiE�: if Status = alive thenif IamLeader = false thenIamLeader := trueif RndSuccess = false thenStart := trueDlineGat := 1DlineSuc := 1LastNR := Clock+`input NotLeaderiE�: if Status = alive thenLastNR := 1DlineSus := 1DlineGat := 1IamLeader := falseoutput NewRoundiPre: Status = aliveIamLeader = trueStart = trueE�: Start := falseDlineGat := Clock +6`+ 2dLastNR := 1input Gathered(v)iE�: if Status = alive thenDlineGat := 1if v 6= nil thenDlineSuc := Clock +6`+ 2d

input ContinueiE�: if Status = alive thenDlineSuc := Clock +6`+ 2dinput RndSuccess(v)iE�: if Status = alive thenRndSuccess := trueDlineGat := 1DlineSuc := 1LastNR := 1internal CheckGatherediPre: Status = aliveIamLeader = trueDlineGat 6= nilClock > DlineGatE�: DlineGat := 1Start := trueLastNR := Clock + `internal CheckRndSuccessiPre: Status = aliveIamLeader = trueDlineSuc 6= nilClock > DlineSucE�: DlineSuc := 1Start := trueLastNR := Clock + `time-passage �(t)Pre: Status = aliveE�: Let t0 be s.t. Clock + t0 � LastNRand Clock + t0 � DlineGat+ `and Clock + t0 � DlineSuc+ `Clock := Clock + t0Figure 6-11: Automaton starteralg for process i102



is expected to be executed within ` time of the execution of Continuei.In addition to the code we provide some comments about the state variables andthe actions. Variables IamLeaderi and Statusi are self-explanatory. Variable Startiis true when a new round needs to be started. Variable RndSuccessi is true whena decision has been reached. Variables DlineGati and DlineSuci are used to checkfor the execution of actions Gathered(v)i and RndSuccess(v)i. They are also used,together with variable LastNRi, to impose time bounds on enabled actions.Automaton starteralgi updates variable IamLeaderi according to the inputactions Leaderi and NotLeaderi and executes internal and output actions wheneverit is the leader. Variable Start is used to start a new round and it is set either whena Leaderi action changes the leader status IamLeader from false to true, that is,when the process becomes leader or when the expected time bounds for the executionof actions Gathered(v)i and RndSuccess(v)i elapse without the execution of theseactions. Variable RndSuccessi is updated by the input action RndSuccess(v)i. ActionNewRoundi starts a new round. Actions CheckGatheredi and CheckRndSuccessicheck, respectively, whether actions Gathered(v)i and RndSuccess(v)i are executedwithin the expected time bounds. Using an analysis similar to the one done in theproof of Lemma 6.2.22 we have that action Gathered(v)i is supposed to be executedwithin 6` + 2d time of the start of the round. The time bound for the execution ofaction RndSuccess(v)i depends on whether the leader has to wait for an Init(v)i event.However by Lemma 6.2.23 action RndSuccess(v)i is expected to be executed within5`+2d time from the time of occurrence of action BeginCasti and action BeginCastiis executed either within ` time of the execution of action Gathered(v)i, if an initialvalue is available when this action is executed, or else within ` time of the executionof action Continuei. Hence actions Gathered(v)i and Continuei both set a deadlineof 6` + 2d for the execution of action RndSuccess(v)i. Actions CheckGatheredi andCheckRndSuccessi start a new round if the above deadlines expire.
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6.4 Correctness and analysis of SpaxEven in a nice execution fragment a round may not reach success. This is possiblewhen agents are committed to reject the �rst round started in the nice executionfragment because they are committed for higher numbered rounds started before thebeginning of the nice execution fragment. However in such a case a new round isstarted and there is nothing that can prevent the success of the new round. Indeedin the newly started round, alive processes are not committed for higher numberedrounds since during the �rst round they inform the leader of the round number forwhich they are committed and the leader, when starting a new round, always uses around number greater than any round number ever seen. In this section we will provethat in a long enough nice execution fragment termination is guaranteed.Remember that Spax is the system obtained by composing system Slea with oneautomaton basicpaxosi and one automaton starteralgi for each process i 2 I.Since this system contains as a subsystem the system Sbpx, it guarantees agreementand validity. However, in a long enough nice execution fragment of Spax terminationis achieved, too.The following lemma states that in a long enough nice, unique-leader execution,the leader reaches a decision. We recall that T i� = maxf7`+ 2d; ti� + 2`g and that ti�is the time of occurrence of action Init(v)i in � (see De�nition 6.2.21).Lemma 6.4.1 Suppose that for an execution fragment � of Spax, starting in a reach-able state s in which s:Decision = nil, it holds that(i) � is nice;(ii) � is a unique-leader execution, with process i leader;(iii) � lasts for more than T i� + 20`+ 7d time.Then by time T i� + 20`+ 7d the leader i has reached a decision.Proof: First we notice that system Spax contains as subsystem Sbpx; hence by usingTheorem 2.6.10, the projection of � on the subsystem Sbpx is actually an executionof Sbpx and thus Lemmas 6.2.24 and 6.2.25 are still true in �.104



For simplicity, in the following we assume that T i� = 0, i.e., that process i hasexecuted an Init(v)i action before �. At the end of each case we consider, we will addT i� to the time bound to take into account the possibility that process i has to waitfor an Init(v)i action. Notice that T i� = 0 implies that T i� = 0 for any fragment � of� starting at some state of � and ending in the last state of �.Let s0 be the �rst state of � such that no \Collect" message sent by a processk 6= i is present in channelk;j nor in InMsgsj for any j. State s0 exists in � and itstime of occurrence is less or equal to d + `. Indeed, since the execution is nice, allthe messages that are in the channels in state s are delivered by time d and messagespresent in any InMsgs set are processed within ` time. Since i is the unique leader,in state s0 no messages sent by a process k 6= i is present in any channel nor in anyInMsgs set. Let �0 be the fragment of � beginning at s0. Since �0 is a fragment of �,we have that �0 is nice, process i is the unique leader in �0 and T i�0 = 0.If process i has started a round r0 by state s0 and round r0 is successful, then roundr0 ends by time T i�0 + 5` + 2d = 5` + 2d in �0. Indeed if the action that brings thatsystem in state s0 is a NewRoundi action for round r0 then by Lemma 6.2.24 we havethat the round ends by time T i�0 + 5`+ 2d = 5`+ 2d. If action NewRoundi for roundr0 has been executed before, round r0 ends even more quickly and the time boundholds anyway. Since the time of occurrence of s0 is less or equal to `+ d we have thatround r0 ends by time 6`+ 3d. Considering the possibility that process i has to waitfor an Init(v)i action we have that round r0 ends by time T i� + 6` + 3d in �. Hencethe lemma is true in this case.Assume that either (a) process i has started a round r0 by state s0 but round ris not successful or (b) that process i has not started any round by state s0. In bothcases process i executes a NewRoundi action by time T i�0 + 7` + 2d = 7` + 2d in �0.Indeed in case (a), by the code of starteralgi, action CheckRndSuccessi is executedwithin T i�0 + 6` + 2d = 6` + 2d time and it takes additional ` time to execute actionNewRoundi. In case (b), by the code of bpleaderi, action NewRoundi is executedwithin ` time. Let r00 be the round started by such an action.Let s00 be the state after the execution of the NewRoundi action and let �00 be the105



fragment of � starting in s00. Since �00 is a fragment of �, we have that �00 is nice,process i is the unique leader in �00 and T i�00 = 0. We notice that since the time ofoccurrence of state s0 is less or equal to ` + d the time of occurrence of s00 is less orequal to 8`+ 3d in �.We now distinguish two possible cases.Case 1. Round r00 is successful. In this case, by Lemma 6.2.24 we have thatround r00 is successful within T i�00 + 5` + 2d = 5` + 2d time in �00. Since the timeof occurrence of s00 is less or equal to 8` + 3d, we have that round r00 ends by time13` + 5d in �. Considering the possibility that process i has to wait for an Init(v)iaction we have that round r00 ends by time T i� + 13` + 5d in �. Hence the lemma istrue in this case.Case 2. Round r00 is not successful.By the code of starteralgi, action NewRoundi is executed within T i�00+7`+2d =6`+2d time in �00. Indeed, it takes T i�00 +5`+2d to execute action CheckRndSuccessiand additional ` time to execute action NewRoundi. Let r000 be the new round startedby i with such an action, let s000 be the state of the system after the execution of actionNewRoundi and let �000 be the fragment of �00 beginning at s000. The time of occurrenceof s000 is less or equal than 15`+ 5d in �.Clearly �000 is nice, process i is the unique leader in �000. Any alive process jthat rejected round r00 because of a round ~r, ~r > r00, has responded to the \Collect"message of round r00, with a message hr00;\OldRound",~rij;i informing the leader i aboutround ~r. Since �00 is nice all the \OldRound" messages are received before state s000.Since action NewRoundi uses a round number greater than all the ones received in\OldRound" messages, we have that for any alive process j, s000:Commitj < r000. Let Jbe the set of alive processes. In state s000, for every j 2 J and any k 2 I, channelk;jdoes not contain any \Collect" message belonging to any round ~r > r000 nor such amessage is present in any InMsgsj set (indeed this is true in state s0). Finally since �00is nice, by de�nition of nice execution fragment, we have that J contains a majorityof the processes.Hence we can apply Lemma 6.2.25 to the execution fragment �000. By Lemma 6.2.25,106



round r000 is successful within T i�000 + 5` + 2d = 5` + 2d time from the beginning of�000. Since the time of occurrence of s000 is less or equal to 15`+5d in �, we have thatround r000 ends by time 20` + 7d in �. Considering the possibility that process i hasto wait for an Init(v)i action we have that round r000 ends by time T i�+20`+7d in �.Hence the lemma is true also in this case.If the execution is stable for enough time, then the leader election eventually electsa unique leader (Lemma 5.2.3). In the following theorem we consider a nice executionfragment � and we let i be the process eventually elected unique leader. We recallthat ti� is the time of occurrence of action Init(v)i in � and that ` and d are constants.Theorem 6.4.2 Let � be a nice execution fragment of Spax starting in a reachablestate and lasting for more than ti�+35`+13d. Then the leader i executes Decide(v0)iby time ti�+32`+11d from the beginning of �. Moreover by time ti�+35`+13d fromthe beginning of � any alive process j executes Decide(v0)j.Proof: Since Spax contains Slea and Sbpx as subsystems, by Theorem 2.6.10 wecan use any property of Slea and Sbpx. Since the execution fragment is nice (andthus stable), by Lemma 5.2.3 there is a unique leader by time 4`+ 2d. Let s0 be the�rst unique-leader state of � and let i be the leader. By Lemma 5.2.3 the time ofoccurrence of s0 before or at time 4` + 2d. Let �0 be the fragment of � starting instate s0. Since � is nice, �0 is nice.By Lemma 6.4.1 we have that the leader reaches a decision by time T i�0 +20`+7dfrom the beginning of �0. Summing up the times and noticing that T i�0 � ti�0 +7`+2dand that ti�0 � ti� we have that the leader reaches a decision by time ti� + 31`+ 11d.Within additional ` time action Decide(v0)i is executed.The leader reaches a decision by time ti� + 31`+ 11d. By Lemma 6.2.20 we havethat a decision is reached by every alive process j within additional 3`+2d time, thatis by time ti� + 34`+ 13d. Within additional ` time action Decide(v0)j is executed.
107



6.5 MessagesIt is not di�cult to see that in a nice execution, which is an execution with no failures,the number of messages spent in a round is linear in the number of processes. Indeedin a successful round the leader broadcasts two messages and the agents respond tothe leader's messages. Once the leader reached a decision another broadcast is enoughto spread this decision to the agents. It is easy to see that, if everything goes well, atmost 6n messages are sent to have all the alive processes reach the decision.However failures may cause the sending of extra messages. It is not di�cult toconstruct situations where the number of messages sent is quadratic in the numberof processes. For example if we have that before i becomes the unique leader, allthe processes act as leaders and send messages, even if i becomes the unique leaderand conducts a successful round, there are �(n2) messages in the channels which aredelivered to the agents which respond to these messages.Automaton bpsuccess keeps sending messages to processes that do not acknowl-edge the \Success" messages. If a process is dead and never recovers, an in�nitenumber of messages is sent. In a real implementation, clearly the leader should notsend messages to dead processes.Finally the automaton detector sends an in�nite number of messages. Howeverthe information provided by this automaton can be used also by other applications.6.6 Concluding remarksThe paxos algorithm was devised in [29]. In this chapter we have provided a newpresentation of the paxos algorithm. We conclude this chapter with a few remarks.The �rst remark concerns the use of majorities for info-quorums and accepting-quorums. The only property that is used is that there exists at least one processcommon to any info-quorum and any accepting-quorum. Thus any quorum schemefor info-quorums and accepting-quorums that guarantees the above property can beused. 108



As pointed out in also [31], the amount of stable storage needed can be reduced toa very few state variables. These are the last round started by a leader (which is storedin the CurRnd variable), the last round in which an agent accepted the value andthe value of that round (variables LastR, LastV), and the round for which an agentis committed (variable Commit). These variables are used to keep consistency, thatis, to always propose values that are consistent with previously proposed values, so ifthey are lost then consistency might not be preserved. In our setting we assumed thatthe entire state of the processes is in stable storage, but in a practical implementationonly the variables described above need to be stable.A practical implementation of paxos should cope with some failures before aban-doning a round. For example a message could be sent twice, since duplication is nota problem for the algorithm (it may only a�ect the message analysis), or the timebound checking may be done later than the earliest possible time to allow some delayin the delivery of messages.A recover may cause a delay. Indeed if the recovered process has a bigger identi�erthan the one of the leader then it will become the leader and will start new rounds,possibly preventing the old round from succeeding. As suggested in Lamport's originalpaper, one could use a di�erent leader election strategy which keeps a leader as longas it does not fail. However it is not clear to us how to design such a strategy.
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Chapter 7
The multipaxos algorithm
The paxos algorithm allows processes to reach consensus on one value. We considernow the situation in which consensus has to be reached on a sequence of values; moreprecisely, for each integer k, processes need to reach consensus on the k-th value. Themultipaxos algorithm reaches consensus on a sequence of values; it was discoveredby Lamport at the same time as paxos [29].7.1 OverviewTo achieve consensus on a sequence of values we can use an instance of paxos foreach integer k, so that the k-th instance is used to agree on the k-th value. Since weneed an instance of paxos to agree on the k-th value, we need for each integer k aninstance of the basicpaxos and starteralg automata. To distinguish instances weuse an additional parameter that speci�es the ordinal number of the instance. So, wehave basicpaxos(1), basicpaxos(2), basicpaxos(3), etc., where basicpaxos(k)is used to agree on the k-th value. This additional parameter will be present ineach action. For instance, the Init(v)i and Decide(v0)i actions of process i becomeInit(k; v)i and Decide(k; v0)i in basicpaxos(k)i. Similar modi�cations are needed forall other actions. The starteralgi automaton for process i has to be modi�ed in asimilar way. Also, messages belonging to the k-th instance need to be tagged with k.This simple approach has the problem that an in�nite number of instances must110



be started unless we know in advance how many instances of paxos are needed. Wehave not de�ned the composition of Clock GTA for an in�nite number of automata(see Chapter 2).In the following section we follow a di�erent approach consisting of modifyingthe basicpaxos and starteralg automata of paxos to obtain the multipaxosalgorithm. This di�ers from the approach described above because we do not haveseparate automata for each single instance. The multipaxos algorithms takes advan-tage of the fact that, in a normal situation, there is a unique leader that runs all theinstances of paxos. The leader can use a single message for step 1 of all the instances.Similarly step 2 can also be handled grouping all the instances together. Then, fromstep 3 on each instance must proceed separately; however step 3 is performed onlywhen an initial value is provided.Though the approach described above is conceptually simple, it requires somechange to the code of the automata we developed in Chapter 6. To implement mul-tipaxos we need to modify basicpaxos and starteralg. Indeed basicpaxos andstarteralg are designed to handle a single instance of paxos, while now we need tohandle many instances all together for the �rst two steps of a round. In this section wedesign two automata similar to basicpaxos and starteralg that handle multipleinstances of paxos. We call them multibasicpaxos and multistarteralg.7.2 Automaton multibasicpaxos.Automaton multibasicpaxos has, of course, the same structure as basicpaxos,thus goes through the same sequence of steps of a round with the di�erence thatnow steps 1 and 2 are executed only once and not repeated by each instance. Theremaining steps are handled separately for each instance of paxos.When initiating new rounds multibasicpaxos uses the same round number forall the instances. This allows the leader to send only one \Collect" message to allthe agents and this message serves for all the instances of paxos. When respondingto a \Collect" message for a round r, agents have to send information about all the111



instances of paxos in which they are involved; for each of them they have to specifythe same information as in basicpaxos, i.e., the number of the last round in whichthey accepted the value being proposed and the value of that round. We recall thatan agent, by responding to a \Collect" message for a round r, also commits to notaccept the value of any round with round number less than r; this commitment ismade for all the instances of paxos.Once the leader has executed steps 1 and 2, it is ready to execute step 3 for everyinstance for which there is an initial value. For instances for which there is no initialvalue provided, the leader can proceed with step 3 as soon as there will be an initialvalue.Next, we give a description of the steps of multibasicpaxos by relating them tothose of basicpaxos, so that it is possible to emphasize the di�erences.1. To initiate a round, the leader sends a message to all agents specifying thenumber r of the new round and also the set of instances for which the leaderalready knows the outcome. This message serves as \Collect" message for allthe instances of paxos for which a decision has not been reached yet. This isan in�nite set, but only for a �nite number of instances is there informationto exchange. Since agents may be not aware of the outcomes of instances forwhich the leader has already reached a decision, the leader sends in the \Collect"message, along with the round number, also the instances of paxos for whichit already knows the decision.2. An agent that receives a message sent in step 1 from the leader of the round,responds giving its own information about rounds previously conducted for allthe instances of paxos for which it has information to give to the leader. Thisinformation is as in basicpaxos, that is, for each instance the agent sendsthe last round in which it accepted the proposed value and the value of thatround. Only for a �nite number of instances does the agent have information.The agent makes the same kind of commitment as in basicpaxos. That isit commits, in any instance, to not accept the value of any round with round112



number less than r. An agent may have already reached a decision for instancesfor which the leader still does not know the decision. Hence the agent alsoinforms the leader of any decision already made.3. Once the leader has gathered responses from a majority of the processes it canpropose a value for each instance of paxos for which it has an initial value. Asin basicpaxos, it sends a \Begin" message asking to accept that value. Forinstances for which there is no initial value, the leader does not perform thisstep. However, as soon as there is an initial value, the leader can perform thisstep. Notice that step 3 is performed separately for each instance.4. An agent that receives a message from the leader of the round sent in step 3of a particular instance, responds by accepting the proposed value if it is notcommitted for a round with a larger round number.5. If the leader of a round receives, for a particular instance, \Accept" messagesfrom a majority of processes, then, for that particular instance, a decision ismade.Once the leader has made a decision for a particular instance, it broadcasts thatdecision as in basicpaxos.It is worth to notice that since steps 1 and 2 are handled with all the instancesgrouped together, there is a unique info-quorum, while, since from step 3 on eachinstance proceeds separately, there is an accepting-quorum for each instance (twoinstances may have di�erent accepting-quorums).Figures 7-1, 7-2, 7-3, 7-4 and 7-5 show the code fragments of automata bmpleaderi,bmpagenti and bmpsuccessi for process i. Automaton multibasicpaxosi for pro-cess i is obtained composing these three automata. In addition to the code fragments,we provide here some comments. The �rst general comment is that multibasic-paxos is really similar to basicpaxos and the di�erences are just technicalities dueto the fact that multibasicpaxos handles multiple instances of paxos all togetherfor the �rst two steps of a round. This clearly results in a more complicated code, at113



least for some parts of the automaton. We refer the reader to the description of thecode of basicpaxos and in the following we give speci�c comments on those parts ofthe automaton that required signi�cant changes. We will follow the same style usedfor basicpaxos by describing the messages used and, for each automaton, the statevariables and the actions.Messages. Messages are as in basicpaxos. The structure of the messages isslightly di�erent. The following description of the messages is done assuming thatprocess i is the leader.1. \Collect" messages, m =hr;\Collect",D;W ii;j. This message is as the \Collect"message of basicpaxosi. Moreover, it speci�es also the setD of all the instancesfor which the leader already knows the decision and the set W of instances forwhich the leader has an initial value but not a decision yet.2. \Last" messages,m =hr,\Last"; D0;W 0; f(k; rk; vk)jk 2 W 0gij;i. As in basicpaxosian agent responds to a \Collect" message with a \Last" message. The messageincludes a set D0 containing pairs (k,Decision(k)) for all the instances for whichthe agent knows the decision and the leader does not. The message includesalso a set W 0 which contains all the instances of the set W of the \Collect"message plus those instances for which the agent has an initial value while theleader does not. Finally for each instance k in W 0 the agent sends the roundnumber rk of the latest accepted round for instance k and the value vk of roundrk.3. \Begin" messages, m =hk; r;\Begin",vii;j. This message is as in basicpaxosiwith the di�erence that the particular instance k to which it is pertinent isspeci�ed.4. \Accept" messages, m =hk; r;\Accept"ij;i. This message is as in basicpaxosiwith the di�erence that the particular instance k to which it is pertinent isspeci�ed. 114



bmpleaderiSignature:Input: Receive(m)j;i, m 2 f\Last", \Accept", \OldRound"gInit(k; v)i, NewRoundi, Stopi, Recoveri, Leaderi, NotLeaderiInternal: Collecti, GatherLasti, BeginCast(k)i, GatherAccept(k)i, GatherOldRoundiOutput: Send(m)i;j , m 2 f\Collect", \Begin"gGathered(k; v)i, Continue(k)i, RndSuccess(k; v)iStates:Status 2 falive,stoppedg init. aliveIamLeader, a boolean init. falseMode 2 fdone,collectgatherlastg init. doneMode, array of 2 fgathered,wait,begincast,gatheraccept,decided,doneg init. all doneInitValue, array of V [ nil init. all nilDecision, array of V [ fnilg init. all nil
HighestRnd 2 R init. (0; i)CurRnd 2 R init. (0; i)Value, array of V [ fnilg init. all nilValFrom, array of R init. all (0; i)InfoQuo 2 2I init. fgAcceptQuo, array of 2I init. all fgInMsgs, multiset of msgs init. fgOutMsgs, multiset of msgs init. fgDerived Variable:LeaderAlive, a boolean, true i� Status = alive and IamLeader = trueActions:input StopiE�: Status := stoppedinput LeaderiE�: if Status = alive thenIamLeader := trueoutput Send(m)i;jPre: Status = alivemi;j 2 OutMsgsE�: remove mi;j from OutMsgsinput NewRoundiE�: if LeaderAlive = true thenCurRnd := HighestRnd+i 1HighestRnd := CurRndMode := collect8k, Mode(k) := done

input RecoveriE�: Status := aliveinput NotLeaderiE�: if Status = alive thenIamLeader := falseinput Receive(m)j;iE�: if Status = alive thenadd mj;i to InMsgsinput Initi(k; v)E�: if Status = alive thenInitValue(k) := v
Tasks and bounds:fCollecti, Gathered(k; v)i, Continue(k)i, BeginCast(k)i, RndSuccess(k; v)i: k 2 Ng, bounds [0; `]fGatherLast(k;m)i : k 2 N, m 2 InMsgs, m is a \Last" message g, bounds [0; `]fGatherAccept(k;m)i : k 2 N, m 2 InMsgs, m is an \Accept" message g, bounds [0; `]fGatherOldRound(m)i : m 2 InMsgs, m is an \OldRound" message g, bounds [0; `]fSend(m)im 2Mg, bounds [0; `]Figure 7-1: Automaton bmpleader for process i (part 1)115



Actions:internal CollectiPre: LeaderAlive = trueMode = collectE�: InfoQuo := fgD := fkjDecision(k) 6= nilg8k 62 DValue(k) := InitValue(k)ValFrom(k) := (0; i)AcceptQuo(k):= fgW := fkj InitValue(k) 6= nil andDecision(k) = nilg8j put hCurRnd,\Collect",D;W ii;jin OutMsgsMode := gatherlastinternal GatherLastiPre: LeaderAlive = trueMode = gatherlastm =hr ,\Last",D;W ,f(k; rk; vk)jk 2 Wgij;i 2 InMsgsCurRnd = rE�: remove m from InMsgs8(k; v) 2 D doDecision(k) := vMode(k) := decidedInfoQuo := InfoQuo [ fjg8k 2W doif ValFrom(k) < rkand vk 6= nil thenValue(k) := vkValFrom(k) := rkif jInfoQuoj > n=2 then8k 2W , Mode(k) := gatheredoutput Gathered(k;Value(k))iPre: LeaderAlive = trueMode(k) = gatheredE�: 8k doif Value(k) = nil andInitValue(k) 6= nil thenValue(k) := InitValue(k)Value(k) 6= nil thenMode(k) := begincastelseMode(k) := wait

output Continue(k)iPre: LeaderAlive = trueMode(k) = waitValue(k) = nilInitValue(k) 6= nilE�: Value(k) := InitValue(k)Mode(k) := begincastinternal BeginCast(k)iPre: LeaderAlive = trueMode(k) = begincastE�: 8j puthk,CurRnd,\Begin",Value(k)ii;jin OutMsgsMode(k) := gatheracceptinternal GatherAccept(k)iPre: LeaderAlive = trueMode(k) := gatheracceptm =hk,r,\Accept"ij;i 2 InMsgsCurRnd = rE�: remove m from InMsgsAcceptQuo(k) := AcceptQuo(k) [ fjgif jAcceptQuo(k)j > n=2 thenDecision(k) := Value(k)Mode(k) := decidedoutput RndSuccess(k,Decision)iPre: LeaderAlive = trueMode(k) = decidedE�: Mode(k) = doneinternal GatherOldRoundiPre: LeaderAlive = truem =hr,\OldRound",r0ij;i 2 InMsgsCurRnd < rE�: remove m from InMsgsHighestRnd := r0
Figure 7-2: Automaton bmpleader for process i (part 2)
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bmpagentiSignature:Input: Receive(m)j;i, m 2 f\Collect", \Begin"gInit(k; v)i, Stopi, RecoveriInternal: LastAccept(m)i, Accept(k;m)iOutput: Send(m)i;j , m 2 f\Last", \Accept", \OldRound"gStates:Status 2 falive,stoppedg init. aliveLastR, array of R init. all (0; i)LastV, array of V [ fnilg init. all nil Commit 2 R init. (0; i)InMsgs, multiset of messages init. fgOutMsgs, multiset of messages init. fgActions:input StopiE�: Status := stoppedinput RecoveriE�: Status := aliveinternal LastAccept(m)iPre: Status = alivem =hr,\Collect",D;W ij;im 2 InMsgsE�: remove m from InMsgsif r � Commit thenCommit := rW 00 := fk 2 NjLastV(k) 6= nil,Decision(k) = nilgW 0 :=W 00 [WD0 := f(k,Decision(k) jk 62 D, Decision(k) 6= nilgput hr,\Last",D0;W 0,f(k; rk; vk)jk 2W 0gii;jin OutMsgswhere rk =LastR(k)vk=LastV(k)elseput hr,\OldRound",Commitii;jin OutMsgs

output Send(m)i;jPre: Status = alivemi;j 2 OutMsgsE�: remove mi;j from OutMsgsinput Receive(m)j;iE�: if Status = alive thenadd mj;i to InMsgsinternal Accept(k;m)iPre: Status = alivem =hk; r,\Begin",vij;i 2 InMsgsE�: remove m from InMsgsif r � Commit thenput hk,r,\Accept"ii;jin InMsgsLastR(k) := rLastV(k) := velseput hr,\OldRound",Commitii;jin OutMsgsinput Init(k; v)iE�: if Status = alive thenif LastV(k) = nil then LastV(k) := vTasks and bounds:fLastAccept(m)i, m 2 InMsgs, m is a \Collect" message g, bounds [0; `]fAccept(k;m)i : k 2 N, m 2 InMsgs, m is a \Collect" message g, bounds [0; `]fSend(m)i : m 2 OutMsgsg, bounds [0; `]Figure 7-3: Automaton bmpagent for process i117



bmpsuccessiSignature:Input: Receive(m)j;i, m 2 f\Ack", \Success"gStopi, Recoveri, Leaderi, NotLeaderi, RndSuccess(k; v)iInternal: SendSuccessi, CheckiOutput: Send(m)i;j , m 2 f\Ack", \Success"gDecide(v)iTime-passage: �(t)State:Clock 2 R init. arbitraryStatus 2 falive; stoppedg init. aliveIamLeader, a boolean init. falseDecision, array of V [ fnilg init. all nilPrevsend, array of R [ fnilg init. all nilLastCheck, array of R [ f1g init. all 1LastSS, array of R [ f1g init. all 1For each j 2 I, k 2 NAcked(k; j), a boolean init. falseLastSendAck(k; j) 2 R [ f1g init. 1LastSendSuc(k; j) 2 R [ f1g init. 1OutAckMsgs(k; j), set of msgs init. fgOutSucMsgs(k; j), set of msgs init. fgActions:input StopiE�: Status := stoppedinput LeaderiE�: if Status = alive andIamLeader = false thenIamLeader := true8k, if Decision(k) 6= nil thenLastSS(k) := clock + `PrevSend(k) := niloutput Send(m)i;jPre: Status = alive9k, mi;j 2 OutAckMsgs(k; j)E�: OutAckMsgs(k; j) := fgLastSendAck(k; j) :=1output Send(m)i;jPre: Status = alive9k, mi;j 2 OutSucMsgs(k; j)E�: OutSucMsgs(k; j) := fgLastSendSuc(k; j) :=1

input RecoveriE�: Status := aliveinput NotLeaderiE�: if Status = alive thenIamLeader := false8k doLastSS(k) :=1LastCheck(k) :=18j 2 ILastSendSuc(k; j) :=1input Receive(hk,\Ack"i)j;iE�: if Status = alive thenAcked(k; j) := trueinput Receive(hk,\Success",vi)j;iE�: if Status = alive thenDecision(k) := vput hk,\Ack"ii;jinto OutAckMsgs(k; j)LastSendAck(k; j) := Clock + `Figure 7-4: Automaton bmpsuccess for process i (part 1)118



input RndSuccess(k; v)iE�: if Status = alive thenDecision(k) := vif IamLeader = true thenLastSS(k) := Clock+ `PrevSend(k) := nilinternal SendSuccessiPre: Status = aliveIamLeader = true9k such thatDecision(k) 6= nilPrevSend(k) = nil9j 6= i, Acked(k; j) = falseE�: 8j 6= i such that Acked(k; j) = falseput hk,\Success",Decisionii;jin OutSucMsgs(k; j)LastSendSuc(k; j) := Clock + `PrevSend(k) := ClockLastCheck(k) := Clock + (2`+ 2d) + `LastSS(k) :=1

internal CheckiPre: Status = alive9k such thatPrevSend(k) 6= nilClock > PrevSend(k) + (2`+ 2d)E�: PrevSend(k) := nilLastSS(k) := Clock + `LastCheck(k) :=1output Decide(k; v)iPre: Status = aliveDecision(k) 6= nilDecision(k) = vE�: nonetime-passage �(t)Pre: Status = aliveE�: Let t0 be such that for all kClock+t0 � LastCheck(k)Clock+t0 � LastSS(k)and for each j 2 IClock+t0 � LastSendAck(k; j)Clock+t0 � LastSendSuc(k; j)Clock := Clock+t0Figure 7-5: Automaton bmpsuccess for process i (part 2)5. \OldRound"messages,m =hr,\OldRound",r0ij;i. This message is as in basicpaxosi.Notice that there is no need to specify any instance since when a new round isstarted, it is started for all the instances.6. \Success" messages, m =hk,\Success",vii;j. This message is as in basicpaxosiwith the di�erence that the particular instance k to which it is pertinent isspeci�ed.7. \Ack" messages, m =hk,\Ack"ij;i. This message is as in basicpaxosi with thedi�erence that the particular instance k to which it is pertinent is speci�ed.Most state variables and automaton actions are similar to the correspondent statevariables and automaton actions of basicpaxos. We will only describe those statevariables and automata actions that required signi�cant changes. For variables weneed to use arrays indexed by the instance number. Most of the actions are as inbasicpaxosi with the di�erence that a parameter k specifying the instance is present.119



This is true especially for actions relative to steps 3, 4, and 5 and for bmpsuccessi.Actions relative to steps 1 and 2 needed major rewriting since in multibasicpaxosithey handle multiple instances of paxos all together.Automaton bmpleaderi. Variables InitValue, Decision, Value, ValFrom and AcceptQuoare now arrays of variables indexed by the instance number: we need the informa-tion stored in these variables for each instance. Variable HighestRnd, CurRnd andInfoQuo are not arrays because there is always one current round number and onlyone info-quorum (used for all the instances). Variable Mode deserves some morecomments: in bmpleaderi we have a scalar variable Mode which is used for the�rst two steps, then, since from the third step on each instance is run separately,we have another variable Mode which is an array. Notice that values collect andgatherlast of variable Mode are relative to the �rst two steps of a round and thatvalues gathered, wait, begincast, gatheraccept, decided are relative to theother steps of a round. Value done is used either when no round has been started yetand also when a round has been completed.Action Collecti �rst computes the set D of paxos instances for which a decisionis already known. Then initializes the state variables pertinent to all the potentialinstances of paxos, which are all the ones not included inD. Notice that even thoughthis is potentially an in�nite set, we need to initialize those variables only for a �nitenumber of instances. Then it computes the setW of instances of paxos for which theleader has an initial value but not yet a decision. Finally a \Collect" message is sentto all the agents. Action GatherLasti takes care of the receipt of the responses to the\Collect" message. It processes \Last" messages by updating, as basicpaxosi does,the state variables pertinent to all the instances for which information is contained inthe \Last" message. Also if the agent is informing the leader of a decision of whichthe leader is not aware, then the leader immediately sets its Decision variable. Whena \Last" message is received from a majority of the processes, the info-quorum is�xed. At this point, each instance for which there is an initial value can go on withstep 3 of the round. Action Continuei takes care of those instances for which after the120



info-quorum is �xed by the GatherLasti action, there is no initial value. Once the info-quorum has been �xed, action Gathered(k; v) is executed and if a value for the currentround and a particular instance k is already available then action BeginCast(k)i isenabled, otherwise action Continue(k)i enables BeginCast(k)i as soon as there is aninitial value. Other actions are similar to the corresponding actions in bpleaderi.Automaton bmpagenti. Variables LastR and LastV are now arrays of variablesindexed by the instance number, while variable Commit is a scalar variable; indeedthere is always only one round number used for all the instances.Action LastAccepti responds to the \Collect" message. If the agent is not commit-ted for the round number speci�ed in the \Collect" message it commits for that roundand sends to the leader the following information: the set D0 of paxos instances forwhich the agent knows the decision while the leader does not, and for each of suchinstances, also the decision; for each instance in the set W of the \Collect" messageand also for each instance for which the agent has an initial value while the leaderdoes not, the usual information, about the last round in which the process acceptedthe value of the round and the value of that round, is included in the message. ActionAccept(k)i and Init(k; v)i are similar to the corresponding actions in bpagenti.Automaton bmpsuccessi. This automaton is very similar to bpsuccessi. Theonly di�erence is that now the leader sends a \Success" message for any instance forwhich there is a decision and there are agents that have not sent an acknowledgment.7.3 Automaton multistarteralgAs for basicpaxos, also for multibasicpaxos we need an automaton that takescare of starting new rounds when necessary, i.e., when a decision is not reachedwithin some time bound. We call this automaton multistarteralg. The taskof multistarteralg is the same as the one of starteralg: it has to check thatrounds are successful within the expected time bounds. This time bound checking is121



done separately for each instance.Figures 7-6 and 7-7 show automaton multistarteralgi for process i. The au-tomaton is similar to automaton starteralgi. The di�erence is that the time boundchecking is done, separately, for each instance. A new round is started if there is aninstance for which actions Gatheredi and RndSuccessi are not executed within theexpected time bounds.7.4 Correctness and analysisWe do not prove formally the correctness of the code provided in this section. Howeverthe correctness follows from the correctness of paxos. Indeed for every instance ofpaxos, the code of multipaxos provided in this section does exactly the same thingthat paxos does; the only di�erence is that step 1 (as well as step 2) is handled in asingle shot for all the instances. It follows that Theorem 6.4.2 can be restated for eachinstance k of paxos. In the following theorem we consider a nice execution fragment� and we assume that i is eventually elected leader (by Lemma 5.2.3 this happens bytime 4`+ 2d in �).In the following theorem ti�(k) denotes ti� for instance k. The formal de�nition ofti�(k) is obtained from the de�nition of ti� (see De�nition 6.2.21) by changing Init(v)iin Init(k; v)i.Theorem 7.4.1 Let � be a nice execution fragment of Smpx starting in a reach-able state and lasting for more than ti�(k) + 35` + 13d. Then the leader i executesDecide(k; v0)i by time ti�(k) + 35` + 11d from the beginning of �. Moreover by timeti�(k) + 32`+ 13d from the beginning of � any alive process j executes Decide(k; v0)j.7.5 Concluding remarksIn this chapter we have described the multipaxos protocol. multipaxos is a vari-ation of the paxos algorithm. It was discovered by Lamport at the same time aspaxos [29]. 122



multistarteralgiSignature:Input: Leaderi, NotLeaderi, Stopi, Recoveri, Gathered(v)i, Continuei, RndSuccess(v)iInternal: CheckGatheredi, CheckRndSuccessiOutput: NewRoundiTime-passage: �(t)State:Clock 2 R init. arbitraryStatus 2 falive,stoppedg init. aliveIamLeader, a booleaninit. falseStart, a boolean init. false DlineSuc, array of R [ f1g init. all nilDlineGat, array of R [ f1g init. all nilLastNR 2 R [ f1g init. 1RndSuccess, array of boolean init. allfalseActions:input StopiE�: Status := stoppedinput RecoveriE�: Status := aliveinput LeaderiE�: if Status = alive thenif IamLeader = false thenIamLeader := trueif exists k such thatRndSuccess(k) = false thenStart := trueLastNR := Clock+`8k0 doDlineGat(k0) := 1DlineSuc(k0) := 1input NotLeaderiE�: if Status = alive thenLastNR := 1IamLeader := false8k doDlineSus := 1DlineGat := 1

input Continue(k)iE�: if Status = alive thenDlineSuc(k) := Clock +6`+ 2doutput NewRoundiPre: Status = aliveIamLeader = trueStart = trueE�: Start := falseLastNR := 18k doDlineGat(k) := Clock +6`+ 2dDlineSuc(k) := nilinput Gathered(k; v)iE�: if Status = alive thenDlineGat(k) := 1if v 6= nil thenDlineSuc(k) := Clock +6`+ 2d
Figure 7-6: Automaton multistarteralg for process i (part 1)
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input RndSuccess(k; v)iE�: if Status = alive thenRndSuccess(k) := trueDlineGat(k) := 1DlineSuc(k) := 1LastNR := 1internal CheckGatherediPre: Status = aliveIamLeader = true9k such thatDlineGat(k) 6= nilClock > DlineGat(k)E�: DlineGat(k) := 1Start := trueLastNR := Clock + `

internal CheckRndSuccessiPre: Status = aliveIamLeader = true9k such thatDlineSuc(k) 6= nilClock > DlineSuc(k)E�: DlineSuc(k) := 1Start := trueLastNR := Clock + `time-passage �(t)Pre: Status = aliveE�: Let t0 be such that for all kClock+ t0 � DlineGat(k) + `Clock+ t0 � DlineSuc(k) + `Clock+ t0 � LastNRClock := Clock + t0Figure 7-7: Automaton multistarteralg for process i (part 2)multipaxos achieves consensus on a sequence of values utilizing an instance ofpaxos for each of them. multipaxos uses an instance of paxos to agree on eachvalue of the sequence; remarks about paxos provided at the end of Chapter 6 applyalso for multipaxos. We refer the reader to those remarks.
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Chapter 8
Application to data replication
In this chapter we show how to use multipaxos to implement a data replicationalgorithm.8.1 OverviewProviding distributed and concurrent access to data objects is an important issue indistributed computing. The simplest implementation maintains the object at a singleprocess which is accessed by multiple clients. However this approach does not scalewell as the number of clients increases and it is not fault-tolerant. Data replicationallows faster access and provides fault tolerance by replicating the data object atseveral processes.One of the best known replication techniques is majority voting (e.g., [20, 23]).With this technique both update (write) and non-update (read) operations are per-formed at a majority of the processes of the distributed system. This scheme canbe extended to consider any \write quorum" for an update operation and any \readquorum" for a non-update operation. Write quorums and read quorums are just setsof processes satisfying the property that any two quorums, one of which is a writequorum and the other one is a read quorum, intersect (e.g., [16]). A simple quo-rum scheme is the write-all/read-one scheme (e.g., [6]) which gives fast access fornon-update operations. 125



Another well-known replication technique relies on a primary copy. A distin-guished process is considered the primary copy and it coordinates the computation:the clients request operations of the primary copy and the primary copy decideswhich other copies must be involved in performing the operation. The primary copytechnique works better in practice if the primary copy does not fail. Complex recov-ery mechanisms are needed when the primary copy crashes. Various data replicationalgorithms based on the primary copy technique have been devised (e.g., [13, 14, 34]).Replication of the data object raises the issue of consistency among the replicas.These consistency issues depend on what requirements the replicated data has tosatisfy. The strongest possible of such requirements is atomicity: clients accessingthe replicated object obtain results as if there was a unique copy. Primary copy algo-rithms [1, 34] and voting algorithms [20, 23] are used to achieve atomicity. Achievingatomicity is expensive; therefore weaker consistency requirements are also consid-ered. One of these weaker consistency requirements is sequential consistency [26],which allows operations to be re-ordered as long as they remain consistent with theview of individual clients. We remark that, though weaker than atomicity, sequentialconsistency is a strong consistency requirement.8.2 Sequential consistencyIn this section we formally de�ne a sequential consistent read/update object. Sequen-tial consistency has been �rst de�ned by Lamport [26]. We base our de�nition on theone given in [15] which relies on the notion of atomic object [27, 28] (see also [35] fora description of an atomic object).Formally a read/update shared object is de�ned by the set O of the possiblestates that the object can assume, a distinguished initial state O0, and set U ofupdate operations which are functions up : O ! O.We assume that for each process i of the distributed system implementing theread/update shared object, there is a client i and that client i interacts only withprocess i. The interface between the object and the clients consists of request actions126



and report actions. In particular the client i requests a read by executing actionRequest-readi and receives a report to the read request when Report-read(O)i is exe-cuted; similarly a client i requests an update operation by executing action Request-update(up)i and receives the report when action Report-updatei is executed.If � is a sequence of actions, we denote by �ji the subsequence of � consistingof Request-readi, Report-read(O)i, Request-update(up)i and Report-updatei. Thissubsequence represents the interactions between client i and the read/update sharedobject.We will only consider client-well-formed sequence of actions � for which �ji, forevery client i, does not contain two request events without an intervening report, i.e.,we assume that a client does not request a new operation before receiving the reportof the previous request. A sequence of action � is complete if for every request eventthere is a corresponding report event. If � is a complete client-well-formed sequenceof actions, we de�ne the totally-precedes partial order on the operations that occur in� as follows: an operation o1 totally-precedes an operation o2 if the report event ofoperation o1 occurs before the request event of operation o2.In an atomic object, the operations appear \as if" they happened in some sequen-tial order. The idea of \atomic object" originated in [27, 28]. Here we use the formalde�nition given in Chapter 13 of [35]. In a sequentially consistent object the aboveatomic requirement is weakened by allowing events to be reordered as long as the viewof each client i does not change. Formally a sequence � of request/report actions issequentially consistent if there exists an atomic sequence  such that ji = �ji, foreach client i. That is, a sequentially consistent sequence \looks like" an atomic se-quence to each individual client, even though the sequence may not be atomic. Aread/update shared object is sequentially consistent if all the possible sequence ofrequest/report actions are sequentially consistent.
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8.3 Using multipaxosIn this section we will see how to use multipaxos to design a data replication algo-rithm that guarantees sequential consistency and provides the same fault toleranceand liveness properties as multipaxos. The resulting algorithm lies between the tworeplication techniques discussed at the beginning of the chapter. It is similar to votingschemes since it uses majorities to achieve consistency and it is similar to primarycopy techniques since a unique leader is required to achieve termination. Using mul-tipaxos gives much exibility. For instance, it is not a disaster when there are two ormore \primary" copies. This can only slow down the computation, but never resultsin inconsistencies. The high fault tolerance of multipaxos results in a highly faulttolerant data replication algorithm, i.e., process stop and recovery, loss, duplicationand reordering of messages, timing failures are tolerated. However, though operationsare installed, it is possible that a particular requested operation is never installed.We can use multipaxos in the following way. Each process in the system main-tains a copy of the data object. When client i requests an update operation, processi proposes that operation in an instance of multipaxos. When an update operationis the output value of an instance of multipaxos and the previous update has beenapplied, a process updates its local copy and the process that received the requestfor the update gives back a report to its client. A read request can be immediatelysatis�ed returning the current state of the local copy.It is clear that the use of multipaxos gives consistency across the whole sequenceup1; up2; up3; ::: of update operations, since each operation is agreed upon by all theprocesses. In order for a process to be able to apply operation upk, the processmust �rst apply operation upk�1. Hence it is necessary that there be no gaps in thesequence of update operations. A gap is an integer k for which processes never reacha decision on the k-th update. This is possible, for example, if no process proposesan update operation as the k-th one. Though making sure that the sequence ofupdate operations does not contain a gap enables the processes to always apply newoperations, it is possible to have a kind of \starvation" in which a requested update128



operation never gets satis�ed because other updates are requested and satis�ed. Wewill discuss this in more detail later.8.3.1 The codeFigures 8-1 and 8-2 show the code of automaton datareplicationi for process i.This automaton implements a data replication algorithm using multipaxos as asubroutine. It accepts requests from a client; read requests are immediately satis�edby returning the current state of the local copy of the object while update requestsneed to be agreed upon by all the processes and thus an update operation is proposedin the various instances of paxos until the operation is the outcome of an instanceof paxos. When the requested operation is the outcome of a particular instance kof multipaxos and the (k � 1)-th update operation has been applied to the object,then the k-th update operation can be applied to the object and a report can be givenback to the client that requested the update operation.Figure 8-3 shows the interactions between the datareplication automaton andmultipaxos and also the interactions between the datareplication automatonand the clients.To distinguish operations requested by di�erent clients we pair each operation upwith the identi�er of the client requesting the update operation. Thus the set V ofpossible initial values for the instances of paxos is the set of pairs (up; i), where upis an operation on the object O and i 2 I is a process identi�er.Next we provide some comments about the code of automaton datareplicationi.Automaton actions. Actions Request-update(up)i, Request-readi, Report-updateiand Report-read(O)i constitute the interface to the client. A client requests an up-date operation up by executing action Request-update(up)i and gets back the resultr when action Report-update(r)i is executed by the datareplicationi automaton.Similarly a client requests a read operation by executing action Request-readi andgets back the status of the object O when action Report-read(O)i is executed by thedatareplicationi automaton. 129



datareplicationiSignature:Input: Receive(m)j;i, Decide(k; v)i, Request-update(up)i, Request-readiInternal: SendWantPaxosi, RecWantPaxosi, Updatei, RePropose(k)iOutput: Send(m)i;j , Init(k; v)i, Report-updatei, Report-read(O)iStates:Propose, array of V [ fnilg, initially nil everywhereDecision, array of V [ fnilg, initially nil everywhereS, an integer, initially 1X , a pair (O; k) with O 2 O, k 2 N initially (O0; 0)CurRead 2 O [ fnilg, initially nilProposed, array of booleans, initially false everywhereReproposed, array of booleans, initially false everywhereInMsgs, multiset of messages, initially fgOutMsgs, multiset of messages, initially fgTasks and bounds:fInitig, bounds [0; `]fRecWantPaxosig, bounds [0; `]fSendWantPaxosig, bounds [0; `]fReport-updatei, Updateig, bounds [0; `]fReport-read(O)ig, bounds [0; `]fRePropose(k)ig, bounds [0; `]fSend(m)i;j : m 2 Mg, bounds [0; `]Figure 8-1: Automaton datareplication for process i (part 1)
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Actions:output Send(m)i;jPre: mi;j 2 OutMsgsE�: remove mi;j from OutMsgsinput Receive(m)j;iE�: add m to InMsgsinput Request-readiE�: CurRead := O, where X = (O; k)output Report-read(O)iPre: CurRead = OE�: CurRead := nilinput Request-update(up)iE�: Propose(S) := (up; i)S := S + 1output Initi(k; (up; j))Pre: Propose(k) = (up; j)Proposed(k) = falseDecision(k) = nilE�: Proposed(k) := trueinternal SendWantPaxosiPre: Propose(k) = (up; i)Decision(k) = nilE�: 8j put (\WantPaxos",S,(up; i))i;jin OutMsgs

internal RecWantPaxosiPre: m=(\WantPaxos",k,(up; j)) in InMsgsE�: remove m from InMsgsif Propose(k) = nil thenPropose(k) := (up; j)S := k + 18k < S such that Propose(k) = nil doPropose(k) := dummyoutput Report-updateiPre: Decision(k) = (up; i)Propose(k) = (up; i)X = (O; k � 1)E�: X := (up(O); k)internal UpdateiPre: Decision(k) = (up; j)j 6= iX = (O; k � 1)E�: X := (up(O); k)internal RePropose(k)iPre: Propose(k) = (up; i)Decision(k) 6= (up; i)Decision(k) 6= nilReproposed(k) = falseE�: Reproposed(k) := truePropose(S) := (up; i)S := S + 1input Decide(k; (up; j))iE�: Decision(k) := (up; j)Figure 8-2: Automaton datareplication for process i (part 2)
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A read request is satis�ed by simply returning the status of the local copy of theobject. Action Request-readi sets the variable CurRead to the current status O ofthe local copy and action Report-read(O)i reports this status to the client.To satisfy an update request the requested operation must be agreed upon byall processes. Hence it has to be proposed in instances of multipaxos until it isthe outcome of an instance. A Request-update(up)i action has the e�ect of settingPropose(k), where k = S, to (up; i); action Init(k; (up; j))i1 is then executed so thatprocess i has (up; j) as initial value in the k-th instance of paxos. However sinceprocess i may be not the leader it has to broadcast a message to request the leaderto run the k-th instance (the leader may be waiting for an initial value for the k-thinstance). Action SendWantPaxosi takes care of this by broadcasting a \WantPaxos"message specifying the instance k and also the proposed operation (up; i) so that anyprocess that receives this message (and thus also the leader) and has its Propose(k)value still unde�ned will set it to (up; i). Action RecWantPaxos takes care of the re-ceipt of \WantPaxos" messages. Notice that whenever the receipt of a \WantPaxos"message results in setting Propose(k) to the operation speci�ed in the message, pos-sible gaps in the sequence of proposed operation are �lled with a dummy operationwhich has absolutely no e�ect on the object O. This avoids gap in the sequence ofupdate operations.When the k-th instance of paxos reaches consensus on a particular update op-eration (up; i), the update can be applied to the object, given that the (k � 1)-thupdate operation has been applied to the object, and the result of the update can begiven back to the client that requested the update operation. This is done by actionReport-update(r)i. Action Updatei only updates the local copy without reportinganything to the client if the operation was not requested by client i. If process i pro-posed an operation up as the k-th one and another operation is installed as the k-thone, then process i has to re-propose operation up in another instance of paxos. This1Notice that we used the identi�er j since process imay propose as its initial value the operation ofanother process j if it knows that process j is proposing that operation (see actions SendWantPaxosiand RecWantPaxosi). 132



is done in action ReProposei. Notice that process i has to re-propose only operationsthat it proposed, i.e., operations of the form (up; i).State variables. Propose is an array used to store the operations to propose asinitial values in the instances of paxos. Decision is an array used to store the out-comes of the instances of paxos. The integer S is the index of the �rst unde�nedentry of the array Propose. This array is kept in such a way that it is always de-�ned up to Propose(S � 1) and is unde�ned from Propose(S). Variable X describesthe current state of the object. Initially the object is in its initial state O0. Thedatareplicationi automaton keeps an updated copy of the object, together withthe index of the last operation applied to the object. Initially the object is describedby (O0; 0). Let Ok be the state of the object after the application to O0 of the �rstk operations. When variable X = (O; k), we have that O = Ok. When the outcomeDecision(k+1)= (up; i) of the (k+1)-th instance of Paxos is known and current stateof the object is (O; k), the operation up can be applied and process i can give back aresponse to the client that requested the operation.Variable CurRead is used to give back the report of a read. Variable Proposed(k)is a ag indicating whether or not an Init(k; v)i action for the k-th instance has beenexecuted, so that the Init(k; v)i action is executed at most once (though executingthis action multiple times does not a�ect paxos). Similarly Reproposed(k) is a agused to re-propose only once an operation that has not been installed. Notice thatan operation must be re-proposed only once because a re-proposed action will bere-proposed again if it is not installed.8.3.2 Correctness and analysisWe do not prove formally the correctness of the datareplication algorithm. Bycorrectness we mean that sequential consistency is never violated. Intuitively, thecorrectness of datareplication follows from the correctness ofmultipaxos. Indeedall processes agree on each update operation to apply to the object: the outcomes ofthe various instances of paxos give the sequence of operations to apply to the object133



and each process has the same sequence of update operations.Theorem 8.3.1 Let � be an execution of the system consisting of datareplicationand multipaxos. Let � be the subsequence of � consisting of the request/report eventsand assume that � is complete. Then � is sequentially consistent.Proof sketch: To see that � is sequentially consistent it is su�cient to give an atomicrequest/report sequence  such that ji = �ji, for each client i. The sequence  can beeasily constructed in the following way: let up1; up2; up3; ::: be the sequence of updateoperations agreed upon by all the processes; let 0 be the request/report sequenceRequest-update(up1)i1 ,Report-updatei1, Request-update(up2)i2 , Report-updatei2, ...;then  is the sequence obtained by 0 by adding Request-read, Report-read events inthe appropriate places (i.e., if client i requested a read when the status of the localcopy was Ok, then place Request-readi, Report-read(Ok)i, between Report-updateikand Request-update(upk+1)ik+1).Liveness is not guaranteed. Indeed it is possible that an operation is never satis�edbecause new operations could be requested and satis�ed. Indeed paxos guaranteesvalidity but any initial value can be the �nal output value, thus when an operation isre-proposed in subsequent instances, it is not guaranteed that eventually it will be theoutcome of an instance of paxos if new operations are requested. A simple scenario isthe following. Process 1 and process 2 receive requests for update operations up1 andup2, respectively. Instance 1 of paxos is run and operation up2 proposed by process2 is installed. Thus process 1 re-proposes its operation in instance 2. Process 3 has,meanwhile, received a request for update operation up3 and proposes it in instance2. The operation up3 of process 3 is installed in instance 2. Again process 1 has tore-propose its operation in a new instance. Nothing guarantees that process 1 willeventually install its operation up1 if other processes keep proposing new operations.This problem could be avoided by using some form of priority for the operations tobe proposed by the leader in new instances of paxos.The algorithm exhibits the same fault tolerance and liveness properties of paxos:process stop and recovery, message loss, duplication and reordering and timing fail-134



ures. However, as in paxos, to get progress it is necessary that the system executesa long enough nice execution fragment.8.4 Concluding remarksThe application of multipaxos to data replication that we have presented in thischapter is intended only to show how multipaxos can be used to implement a datareplication algorithm. A better data replication algorithm based on multipaxos cancertainly be designed. We have not provided a proof of correctness of this algorithm;also the performance analysis is not given. There is work to be done to obtain a gooddata replication algorithm.For example, it should be possible to achieve liveness by using some form ofpriority for the operations proposed in the various instances of paxos. The easiestapproach would use a strategy such that an operation that has been re-proposedmore than another one, has priority, that is, if the leader can choose among severaloperations, it chooses the one that has been re-proposed most. This should guaranteethat requested operations do not \starve" and are eventually satis�ed.In this chapter we have only sketched how to use paxos to implement a datareplication algorithm. We leave the development of a data replication algorithmbased on paxos as future work.
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Chapter 9
Conclusions
The consensus problem is a fundamental problem in distributed systems. It plays akey role in practical problems involving distributed transactions. In practice the com-ponents of a distributed systems are subject to failures and recoveries, thus any prac-tical algorithm should cope as much as possible with failures and recoveries. paxosis a highly fault-tolerant algorithm for reaching consensus in a partially synchronousdistributed system. multipaxos is a variation of paxos useful when consensus hasto be reached on a sequence of values. Both paxos and multipaxos were devisedby Lamport [29].The paxos algorithm combines high fault-tolerance with e�ciency; safety is main-tained despite process halting and recovery, messages loss, duplication and reordering,and timing failures; also, when there are no failures nor recoveries and a majority ofprocesses are alive for a su�ciently long time, paxos reaches consensus using linear,in the number of processes, time and messages.paxos uses the concept of a leader, i.e., a distinguished process that leads thecomputation. Unlike other algorithms whose correctness is jeopardized if there is nota unique leader, paxos is safe also when there are no leaders or more than one leader;however to get progress there must be a unique leader. This nice property allows usto use a sloppy leader elector algorithm that guarantees the existence of a uniqueleader only when no failures nor process recoveries happen. This is really importantin practice, since in the presence of failures it is not practically possible to provide a137



reliable leader elector (this is due to the di�culty of detecting failures).Consensus algorithms currently used in practice are based on the 2-phase commitalgorithm (e.g., [2, 25, 41, 48], see also [22]) and sometime on the 3-phase commitalgorithm (e.g. [47, 48]). The 2-phase commit protocol is not at all fault tolerant. Thereason why it is used in practice is that it is very easy to implement and the proba-bility that failures a�ect the protocols is low. Indeed the time that elapses from thebeginning of the protocol to its end is usually so short that the possibility of failuresbecomes irrelevant; in small networks, messages are delivered almost instantaneouslyso that a 2-phase commit takes a very short time to complete; however the protocolblocks if failures do happen and recovery schemes need to be invoked. Protocols thatare e�cient when no failures happen yet highly fault tolerant are necessary whenthe possibility of failures grows signi�cantly, as happens, for example, in distributedsystems that span wide areas. The paxos algorithm satisfy both requirements.We believe that paxos is the most practical solution to the consensus problemcurrently available. To support the previous statement it would be nice to have animplementation of paxos.In the original paper [29], the paxos algorithm is described as the result of discov-eries of archaeological studies of an ancient Greek civilization. That paper containsa sketch of a proof of correctness and a discussion of the performance analysis. Thestyle used for the description of the algorithm often diverts the reader's attention.Because of this, we found the paper hard to understand and we suspect that othersdid as well. Indeed the paxos algorithm, even though it appears to be a practicaland elegant algorithm, seems not widely known or understood, either by distributedsystems researchers or distributed computing theory researchers.In this thesis we have provided a new presentation of the paxos algorithm, interms of I/O automata; we have also provided a correctness proof and a time per-formance and fault-tolerance analysis. The correctness proof uses automaton com-position and invariant assertion methods. The time performance and fault-toleranceanalysis is conditional on the stabilization of the system behavior starting from somepoint in an execution. Stabilization means that no failures nor recoveries happen138



after the stabilization point and a majority of processes are alive for a su�cientlylong time.We have also introduced a particular type of automaton model called the ClockGTA. The Clock GTA model is a particular type of the general timed automaton(GTA) model. The GTA model has formal mechanisms to represent the passage oftime. The Clock GTA enhances those mechanisms to represent timing failures. Weused the Clock GTA to provide a technique for practical time performance analysisbased on the stabilization of the physical system. We have used this technique toanalyze paxos.We also have described multipaxos and discussed an example of how to usemultipaxos for data replication management. Another immediate application ofpaxos is to distributed commit. paxos bears some similarities with the 3-phasecommit protocol; however 3-phase commit, needs a failure detector stronger than theone needed by paxos.Our presentation of paxos has targeted the clarity of presentation of the algo-rithm; a practical implementation does not need to be as modular as the one wehave presented. For example, we have separated the leader behavior of a processinto two parts, one that takes care of leading a round and another one that takescare of broadcasting a reached decision; this has resulted in the duplication of stateinformation and actions. In a practical implementation it is not necessary to havesuch a separation. Also, a practical algorithm could use optimizations such as mes-sage retransmission, or waiting larger time-out intervals before abandoning a round,so that a message loss or a little delay does not force the algorithm to start a newround.Further directions of research concern improvements of paxos. For example it isnot clear whether a clever strategy for electing the leader can help in improving theoverall performance of the algorithm. We used a simple leader election strategy whichis easy to implement, but we do not know if more clever leader election strategiesmay positively a�ect the e�ciency of paxos. Also, it would be interesting to provideperformance analysis for the case when there are failures, in order to measure how139



badly the algorithm can perform. For this point, however, one should keep in mindthat paxos does not guarantees termination in the presence of failures. We remarkthat allowing timing failures and process stopping failures the problem is unsolvable.However in some cases termination is achieved even in the presence of failures, e.g.,only a few messages are lost or a few processes stop.It would be interesting to compare the use of paxos for data replication withother related algorithms such as the data replication algorithm of Liskov and Oki.Their work seems to incorporate ideas similar to the ones used in paxos.Also the virtual synchrony group communication scheme of Fekete, Lynch andShvartsman [16] based on previous work by Amir et. al. [3], Keidar and Dolev [24]and Cristian and Schmuck [7], uses ideas somewhat similar to those used by paxos:quorums and timestamps (timestamps in paxos are basically the round numbers).Certainly a further step is a practical implementation of the paxos algorithm. Wehave shown that paxos is very e�cient and fault tolerant in theory. While we are surethat paxos exhibits good performance from a theoretical point of view, we still needthe support of a practical implementation and the comparison of the performance ofsuch an implementation with existing consensus algorithms to a�rm that paxos isthe best currently available solution to the consensus problem in distributed systems.We recently learned that Lee and Thekkath [33] used paxos to replicate stateinformation within their Petal system which implements a distributed �le server. Inthe Petal system several servers each with several disks cooperate to provide to theusers a virtual, big and reliable storage unit. Virtual disks can be created and deleted.Servers and physical disks may be added or removed. The information stored on thephysical disks is duplicated to some extent to cope with server and or disk crashesand load balancing is used to speed up the performance. Each server of the Petalsystem needs to have a consistent global view of the current system con�guration; thisimportant state information is replicated over all servers using the paxos algorithm.
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Appendix A
Notation
This appendix contains a list of symbols used in the thesis. Each symbol is listedwith a brief description and a reference to the pages where it is de�ned.n number of processes in the distributed system. (37)I ordered set of n process identi�ers. (37)` time bound on the execution of an enabled action. (37)d time bound on the delivery of a message. (37)V set of initial values. (47)R set of round numbers. A round number is a a pair (x; i),where x 2 I and x 2 N . Round numbers are totally ordered. (65)Hleader(r) history variable. The leader of round r. (80)Hvalue(r) history variable. The value of round r. (80)Hfrom(r) history variable. The round from which the value of round r is taken. (80)Hinfquo(r) history variable. The info-quorum of round r. (80)Haccquo(r) history variable. The accepting-quorum of round r. (80)Hreject(r) history variable. Processes committed to reject round r. (80)RS set of round numbers of rounds for which Hleader is set. (82)RV set of round numbers of rounds for which Hvalue is set. (82)ti� time of occurrence of Init(v)i in �. (93)T i� max of 4`+ 2n`+ 2d and ti� + 2`. (82)141



Scha distributed system consisting of channeli;j, for i; j 2 I (42)Sdet distributed system consisting of Scha and detectori, for i 2 I (52)Slea distributed system consisting of Sdet and leaderelectori,for i 2 I. (56)Sbpx distributed system consisting of Scha and bpleaderi, bpagentiand bpsuccessi for i 2 I. (80)Spax distributed system consisting of Slea and bpleaderi, bpagenti,bpsuccessi and starteralgi for i 2 I. (100)
regular time-passage step, a time-passage step �(t) that increases the local clock ofeach Clock GTA by t. (26)regular execution fragment, an execution fragment whose time-passage steps are allregular. (26)stable execution fragment, a regular execution fragment with no process crash orrecoveries and no loss of messages. (38{42)nice execution fragment, a stable execution fragment with a majority of processesalive. (43)start of a round, is the execution of action NewRound for that round. (91)end of a round, is the execution of action RndSuccess for that round. (91)successful round, a round is successful when it ends, i.e., when action RndSuccess forthat round is executed. (91)
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