L ecture Overview

» Overview of cooperating processes and
synchronization
— Terms and concepts
— Mutual exclusion with busy waiting and spin locks
— Mutual exclusion and deadlock with semaphores
— Mutual exclusion with monitors
— Linux Kernel Synchronization

Operating Systems - May 8, 2001

Cooperating Processes

» Once we have multiple processes or threads, it is
likely that two or more of them will want to
communicate with each other

» Process cooperation (i.e., interprocess
communication) deals with three main issues
— Passing information between processes/threads

— Making sure that processes/threads do not interfere with
each other

— Ensuring proper sequencing of dependent operations

» These issues apply to both processes and theads
— Initially we concentrate on shared memory mechanisms




Cooper ating Processes

* Anindependent process cannot affect or be
affected by the execution of another process.

» A cooperating process can affect or be affected by
the execution of another process

» Advantages of process cooperation
— Information sharing
— Computation speed-up
— Modularity
— Convenience

| ssues for Cooperating Processes

* Race conditions
— A race condition is a situation where the semantics of an
operation on shared memory are affected by the arbitrary
timing sequence of collaborating processes
* Critical regions
— A critical region isaportion of aprocess that accesses
shared memory
* Mutual exclusion

— Mutual exclusion is a mechanism to enforce that only one
process at atimeis allowed into acritical region




Cooperating Processes Approach

* Any approach to process cooperation requires that

— No two processes may be ssmultaneously inside their critical
regions

— No assumptions may be made about speeds or the number of
CPUs

— No process running outside of its critical region may block
other processes

— No process should have to wait forever to enter its critical
region

Cooperating Processes

Consider a shared, bounded-buffer

public class Buffer {
private volatile int count = O;
private volatile int in =0, out = O;
private Object[] buffer = new Object[10];

public void enter(Cbject item {
/! producer calls this nethod

}

public Object renove() {
/1 consuner calls this nmethod

}




Cooper ating Processes

Ther enove() operation on the bounded-buffer

/'l consuner calls this method
public CObject renove() {

hj ect item

while (count == 0)

; [/ do nothing

/'l renove an itemfromthe buffer

--count;

item= buffer[out];

out = (out + 1) % buffer.!length;

return item

Cooperating Processes

Theent er () operation on the bounded-buffer

/1 producer calls this nethod
public void enter(Object iten {
whil e (count == buffer.|ength)
; [/ do nothing
/!l add an itemto the buffer
++count ;
buffer[in] = item
in=(in + 1) %buffer.length;




Mutual Exclusion with Busy Waiting

Mutual exclusion via busy waiting / spin locks

while (TRUE) { while (TRUE) {
while (turn = 0) M loop &/ ; while (turn 1= 1) = loop =/ |
critical_region| ); critical _region( );
tum=1; turn = 0;
noncritical _region{ }; noncritical _region };
! '

» Constantly uses CPU, so it isinefficient

» The above algorithm enforces strict alternation of process
execution

* A process may end up being blocked by another processthat is
not in acritical region

Mutual Exclusion with Busy Waiting

Peterson’ s solution for mutual exclusion via busy waiting

mdelinge FALSE 0
maefine TRUE 1

frdefing M 2 {* numbsr of processes

e fum; = whose um s it?

ind inderested M), M all vales matially 0 (FALSE) =

vold enfer_regionding process),; e process s 0or 1

1
int ather; {* numbser of the other process «/
other = 1 — process; = the opposite of process =/
inerestediprocess] = TAUE i+ shavw thal you ang inbenesied «
ern = process; i gl Nag +/

while |lum == process && interestedother] == TRUE) /= mull statement « |
]

void leave _region{int procass) '* procass: who is leaving =/
i

interestediprocess] = FALSE.  # indicate depariure from crilical regeon =/
1




Mutual Exclusion with Busy Waiting

Mutual exclusion and busy waiting with hardware support

anter__ragion:
T5L REGISTER,LOCK | copy lock to register and set lock o 1
CMP REGISTER #0 | was lock zero?
JME antar_reglon | if it was non zero, lock was sel, so loop

RET| return to caller; cribcal regoon entered

leave _region:
MOVE LOCK #0 | stora a 0 in lock
RET| return to caller

» Many processors offer a*“test and set” atomic instruction
» An atomic instruction cannot be interrupted

Mutual Exclusionswith Semaphores

» Mutual exclusion using semaphores
— A semaphore is anon-negative integer value

— Two atomic operations are supported on a semaphore

» down = decrements the value, since the value cannot be
negative, the process blocks if the value is zero

* up = increments the value; if there are any processes waiting to
perform adown, then they are unblocked

— Initializing a semaphore to 1 creates a mutual exclusion
(mutex) semaphore

— Initializing a semaphore to O creates a signaling semaphore

— Initializing a semaphore to other values can be used for
resource allocation and synchronization




Mutual Exclusionswith Semaphores

» Mutual exclusion using semaphores
— Busy waiting versus blocking
» Semaphores can use busy waiting, but generally they are
implemented using blocking

» With blocking, a process/thread that fails to acquire the
semaphore does not loop continuously, instead it is blocked
and another thread is scheduled

» Thisismore efficient since it does not waste CPU cycles and
allows other processes/threads to make progress

Mutual Exclusionswith Semaphores

Mutex semaphore implementation

mutex_lock:
TSL REGISTER,MUTEX | copy mutax to register and set mutex to 1
CMP REGISTER,#0 | was mutex zerm?
JZE ok | if it was zero, mutex was unlocked, so retum
CALL thread_yiald | mutex is busy; schaedule another thread
JMP mutex bock | iry again later

ok RET | return to caller; critical region enterad

mutex_uniock:
MOVE MUTEX #0 | store a 0 in mutex
RET | return to caller




Deadlock with Semaphores

» Deadlock iswhen two or more processes are waiting
indefinitely for an event that can be caused by only one of
the waiting processes

» Let Sand Q be two semaphoresinitialized to 1
F)O Pl
P(S; P(Q);
P(Q); P(S);

V(9; V(Q);
V(Q) V(9;
» Starvation isindefinite blocking when a processis never
removed from the semaphore queue in which it was
suspended

Mutual Exclusion with Monitors

* Mutual exclusion using monitors

— Semaphores are very low-level and error prone
* The require the programmer to use them properly
— A monitor isahigh-lever programming language construct
that packages data and the procedures to modify the data
» The data can only be modified using the supplied procedures
* Only one processis allowed inside the monitor at atime
— Monitors also have condition variables that have two
operations, wait and signal
+ Calling wait blocks the calling process
» Calling signal unblocks waiting processes

 Since condition variables are inside of amonitor thereisno
race condition when accessing them




Mutual Exclusion with Monitors

monilor ecample
inleger i
condition «;

procedure producer] );

end;

procedure considicn] )

end;
end monitor;

Example of a monitor

Process Cooper ation with M essages

» |PC using message passing
— The previous | PC approaches required some sort of shared
memory for communication

» This does not work well for some sorts of IPC, such asin
distributed systems

— Message passing has different complications, like lost
messages




Process Cooper ation with M essages

 |PC using message passing
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Process Cooperation with Barriers
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* Barrier
— Processes perform computation and approach a barrier
— Processes block when they reach the barrier after
finishing their computation
— Once all processes arrives, then all are unblocked

an



Cooperation Process Problems

* Classic synchronization problems
— Bounded-buffer
— Readers-writers
— Dining philosophers
— Sleeping barber

— We arefamiliar with al of these from the concurrent
programming class

Linux Kernel Synchronization

» Even on asingle processor machine, not all kernel
requests are handled serially because of interrupts
— Interrupts cause kernel requests to be interleaved
— Multiple processors makes matters worse
» Essentidly, the kernel handles requests that are
generated in one of two ways

— A process in user mode causes an exception; for example, by

executing thei nt 0x80 assembly language instruction
— An external device sendsasignal using an IRQ line
» The sequence of instructions executed in kernel mode
to handle akernel request is called a kernel control
path

1



Linux Kernel Control Paths

* Inthe simplest case, the CPU executes a kernel control
path sequentially from the first instruction to the last

» The CPU interleaves kernel control paths when
— A context switch occurs
— An interrupt occurs

* Interleaving kernel control pathsis necessary to
implement preemptive multitasking, but it also
improves throughput

» Care must be taken when modifying data structuresin
kernel control pathsto avoid corruption

Linux Synchronization Techniques

» There are four broad synchronization techniques
used in Linux
— Nonpreemptability of processesin Kernel Mode
— Atomic operations
— Interrupt disabling
— Locking




Linux Synchronization Techniques

» Nonpreemptability of processesin Kernel Mode

— Thefollowing assertions always hold in Linux
» No process running in kernel mode may be replaced by
another process, except when it voluntarily releases the CPU

* Interrupt or exception handlers can interrupt a processin
kernel mode, but the CPU must return to the same kernel
control path

* A kernel control path performing interrupt handling can only
be interrupted by another interrupt handler
— Thissimplifies kernel control paths dealing with
nonblocking systems calls, they are atomic
— Data structures not modified by interrupt handlers can be
safely accessed

Linux Synchronization Techniques

» Atomic operations

— Ensure that an operation is atomic at the CPU level (i.e.,
executed in asingle, non-interruptible instruction)
— Atomic Intel 80x86 instructions
* Instructions that make zero or one memory access
» Read/modify/write instructions such asi nc or dec if no other
processor has taken the memory bus

» Read/modify/write instructions prefixed with the | ock byte
(Oxf 0) because they lock the memory bus

— In C you cannot guarantee which instructions the compile
will use, so it is not possible to determine if an operation is
atomic

an



Linux Synchronization Techniques

» Atomic operations
— Linux provides special functions that are implemented as
atomic assembly language instructions, such as

e atom c_read(v)
catomc_set(v, i)
e atomc_add(i, v)
e atom c_sub(i, v)
e atomc_inc(v)
e atom c_dec(v)
e atom c_dec_and_test(v)

Linux Synchronization Techniques

* Interrupt disabling

— Some critical sections are too long to be defined as an
atomic operation
— Disabling interrupts is a mechanism to ensure that a kernel
control path is not interrupted
* Theassembly instruction cl i disablesinterrupts; st i
resumes interrupts
* Page faults can still interrupt the kernel control path
— Avoid blocking calls with interrupts disabled

— Linux provides uniprocessor interrupt disabling macros

e spin_lock_init(),spin_lock(),spin_unlock(),
spin_lock_irqg(),spin_unlock_irq(),

wite |lock irqgsave(),wite_unlock irqrestore(),




Linux Synchronization Techniques

» Locking
— Before entering acritical region, the kernel control path
acquires alock for that region
— There are two locking mechanisms
» Kernel semaphores
— Suspends corresponding processif busy
* Spin locks
— Kernd control path busy waits
— Only useful in multiprocessor systems

Linux Synchronization Techniques

» Kernel semaphore
— Implemented by st ruct semaphore

» count fieldisessentially the semaphore value, but when
negative it denotes the number of waiting kernel control paths

* wai t field stores the address of await queue

» waki ng field is also similar to the semaphore value and is
used to ensure that only one process gets resource (or more
depending on theinitial value of the semaphore)

— Thewaking field is protected by disabling interrupts or aspin
lock and isincremented when an up( ) is performed and there
are waiting processes; any waiting processes must acquire the
waking lock and try to decrement the non-zero waki ng value

ar



Linux Synchronization Techniques

» Avoid deadlock on semaphores
— Deadlocks can only occur when akernel control path
requires multiple semaphores to enter a critical region
— Itisrarethat akernel control path needs multiple
semaphores
— Inthe cases that a kernel control path does need multiple

semaphores, they are always acquired in the order of their
addresses: lowest address is acquired first

anr



