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Summary

In this paper we discuss how faults are introduced into the
software generation process. The Fault Analysis of the
Software Generation Process (FASGEP) project has
classified faults into Random and Symptomatic.
Symptomatic faults are those faults where the input to the
process was correct; but the output from the process was
incorrect due to an error in the process. Random faults are
those faults for which no specific cause for the fault can be
identified, This paper discusses the nature of random faults
and to what extent they can be attributed to human error.

Software process decomposition shows that the human
engineering process can be described as a combination of
intellectual (novel) processes and more mechanistic
processes. The mechanistic processes, e.g. the use of tools,
can be considered to be a specific form of human-computer
interaction via a particular human-machine interface.

The classification of human error within the FASGEP
project takes into account the work of Rasmussen,
specifically the classification of Rule-Based errors, Skill-
Based errors, and Knowledge-Based errors. The causal
relationships for each of the classifications have been
developed into a causal network. A type of graphical
probability model is based on this.

A probability model, of which GPMs form a part has been
generated to determine the susceptibility of a software
generation process to the introduction of faults. The model
uses evidence from metrics collected on team,
management, environment and communication attributes.

1. Introduction



Software has been developed for use in many safety critical and safety related
applications. In using software for these applications it is necessary that we have
understanding and control of the processes used to generate this software. There are
many standards, methods and tools available to support the generation of software.
Certain standards include requirements for personnel involved in the generation of
software e.g. [1], but these are limited to formal qualifications and required
experience. This paper however, addresses the human involvement in the software
generation process and more particularly the errors introduced by humans into
software.

In this paper we discuss how faults are introduced into the software generation
process. We have defined the scope of the software generation process for the
purposes of this paper as the stages of development between receiving a software
requirements specification through to and including coding, i.e. essentially the
design activities. We consider the involvement of people with the process and the
type of thought processes used by the persons involved.

In particular we consider a model of the fault generation process. This model was
developed as part of the Fault Anaysis of the Software Generation Process
(FASGEP) project which is being carried out within the DTI/IED Safety Critica
Systems Programme.

2. Classical Theory and how it relatesto the FASGEP
M odel

Reason [2] indicates that human error is intimately related to the concept of "intent".
Error is only a meaningful term when applied to intended (planned) actions that fail
to achieve the desired goal without the intervention of some chance or unforeseeable
agency. Thus, non-intentional, involuntary and spontaneous actions are not errors.
Reason identifies two basic types of error: slips and mistakes.

Slips are where actions do not go according to plan e.g. slips of the tongue, slips of
the pen, dlips of action. Mistakes occur when the plan itself is inadequate to achieve
its objectives. A further category, lapses, are a form of dip, essentialy involving a
failure of memory which is not necessarily revealed in actua behaviour and may
only be apparent to the individual concerned.

Reason's error types can be related to the stages in the cognitive process at which
they occur. For the cognitive stages of planning, storage and execution the primary
error types are mistakes, lapses and dlips respectively.



A further relationship exists between these error types and Rasmussen's [3] classic
model of skill, rule and knowledge-based behaviour. Slips and lapses tend to occur
at the skill-based level, whereas mistakes occur at the rule-based and knowledge-
based levels. Rule-based mistakes are primarily due to misapplied expertise, where
some pre-established plan or problem solution is applied inappropriately.
Knowledge-based mistakes generally occur due to alack of expertise, where no off-
the-shelf solution exists and an individual is forced to work out a plan of action from
first principles.

Reason goes further and highlights the likely failure modes at each level of
behaviour. For example skill-based errors occur due to control-mode failures of both
inattention and over-attention. Rule-based errors can arise from the misapplication
of rules or the application of incorrect rules. Knowledge-based errors can arise due
to selectivity, biased reviewing and a number of other factors.

The FASGEP project considers each of the three levels of human behaviour and
attempts to define the most significant attributes of the software development
process ( and metrics for measuring each attribute quantitatively) which influence
performance at the appropriate level and therefore lead to errors and the introduction
of faults in the software product. These faults may or may not be recovered by
review processes within the development life-cycle [4].

It is worth noting, here, that this categorisation and application of attributes relates
primarily to Reason's behavioural and contextual levels of human error classification
(i.e. it indicates the factors likely to lead to errors of a particular type (dlips, lapses
or mistakes)), but does not address the conceptual level of error classification, which
is concerned with cognitive mechanismsinvolved in error production.

Reason himself distinguishes between error type and error form. Error forms are
recurrent varieties of human falibility (what others have called psychological error
mechanisms) that appear in all kinds of cognitive activity, irrespective of error type.

Thus, the FASGEP approach cannot and does not identify attributes of the software
development and review processes which influence human performance in
psychological terms (e.g. specific cognitive or socio-psychological factors leading to
an increased tendency for focusing and mindset, fixation, overconfidence or other
problems giving rise to judgmenta and decision errors.) The attributes and
associated metrics do, however, identify significant factors in the process which
influence the introduction of faults in the software, due to human error. These
attributes represent an assimilation of current thinking in recent attempts to obtain
measures of fault introduction in software, and are the best judgements of the
members of the FASGEP project consortium.

3. Fault Introduction M od€



The FASGEP analysis model consists of two parts, an inner model to determine the
probability of the number of faults generated or removed by a particular atomic
process, and an outer model which propagates the results from the inner models as
the project progresses through the software development life cycle and results in a
probability distribution for the estimated number of faults remaining at the end of
the development life cycle [5].

The FASGEP project has identified two classes of graphical probability models
(GPM) for the inner (or fault introduction) model:

1) The development process which introduces faults
2) The review process which identifies faults which in the semantics of
the FASGEP project isresponsible for fault removal.

The purpose of the development fault introduction models in each atomic processis
to calculate the probability of faults being introduced during that atomic process.
This probability is in the form of a distribution over fault numbers and known as
fault propensity. At the highest level the total fault propensity is calculated from a
convolution of the fault propensity for Symptomatic faults with the fault propensity
for Random faults, but the GPMs are also used to perform completely genera
Bayesian updating calculations. The GPMs enable fault propensity to be calculated
from a fusion of the prior probability distribution for each net, and evidence data
collected from metrics of the generic atomic process attributes which are observed
for each atomic process.

It is the development fault introduction model which assess the possibilities for
human errors. A GPM allows a collection of factors, and the probabilistic relations
between them, to be modelled. The structure of the networks are shown below, on
which a GPM is based describes which variables influence each other, and
conditional probability matrices are used to weight the various influences.

Symptomatic faults are those faults which have been identified to be caused by a
defect in the process, rather than the people carrying out the task. It may be that
different aomic processes by their nature will exhibit different failure
characteristics; the project has been careful to maintain a generic model of software
development, without specifying a particular process or life cycle. The factors
influencing symptomatic faults were identified in the process modelling activity as:
Goodness of (process) interfaces which includes undefined processes, Project
Management Quality, Quality of Input Product and Goodness of Method.

Random Faults in the context of FASGEP have been identified as being associated
with faults introduced by human behaviour.



3.1 Skill-Based Errors

Skill-based errors are identified by problems due to inattention or over attention to
the specific task. These are typicaly identified by slips, omissions or repetitions in
the product being produced. The causal net for skill-based errors uses attributes of
ability, motivation and environment quality (seefigure 1).

The measurement of a person'sintrinsic ability to carry to a specific task is difficult
to determine. One method is the use of psychometric tests e.g. [6]; however, this
method was not considered appropriate for the initial case studies in the FASGEP
project and a subjective estimate of ability was used.

Job satisfaction, morale and workload match, contribute to self motivation and are
closely inter-linked and it would be difficult to recognise a situation in which all
three factors are not equally important. All three factors can vary: with time
between individuals, and as a team. It is recognised that high levels of job
satisfaction and morale can result in high levels of self motivation, but the
relationship is very complex and can be influenced by other personal factors.

High levels of job satisfaction are generally only achieved when the basic needs of
security and salary are satisfied. There are occupations where salaries are low but
job satisfaction is high, but the norm is the reverse. Low salaries and job insecurity
can be a source of stress factors, which have a detrimental effect on overal job
satisfaction. High salaries and job security alone may not be enough to produce high
job satisfaction. Other more complex emotional factors are required for high levels
of job satisfaction.

Job satisfaction and team interaction are significant factors in determining moralein
the working environment. Recognition of skills, and of being a valued member of a
team, also contributes to high morale. Morale can be adversely affected by lack of
recognition, inability to communicate errors freely, isolation and general lack of
cohesion within the peer group. If these negative factors are present in other team
members, team morale and motivation would be expected to be low.

Working Environment Quality is a complex problem to measure. A separate causal
net was developed for this quality. The working environment quality is influenced
by many attributes: by the Workstation Quality, Effectiveness of Communication,
Working Environment Satisfaction and by the presence (or absence) of individual
control over the working environment.

The Workstation Quality of the individual team member's own working area (e.g.
their allocated desk or wherever they spend most of their time) has severa
attributes: the comfort of the individua isfelt to be the overriding factor.



The comfort factor assesses the quality of the ambient environment. In this
assessment it was felt that the following attributes were considered important:
lighting, heating, noise and ventilation.

The European Commission [7] have set down statutory requirements for persons
working on computer terminals. These requirements are reflected in the quality of
facilities factor.

The team members satisfaction with their working environment entails both the
level of distraction to which they were subjected and the quality of the services
provided. Distractions are known to have a severe detrimental effect on the ability of
an individual to perform a given task accurately. The level of distraction is found
from attributes associated with the number of neighbours not contributing to the task
in hand and the number of neighbours in total. Noisy items, especialy intermittently
noisy items, contribute to the level of distraction In determining the quality of the
services provided to the team members, the availability of services is obvioudly the
overriding factor. The secondary factor is considered to be the quality of the service
provided and finally the proximity of the said services.

3.2 Rule-Based Errors

Rule-based errors occur because of the working method and procedures imposed.
Poor working methods and procedures can give rise to disagreement,
disillusionment or even resentment from the workforce. This may be because the
rules are: inelegant, inadvisable, too strong, or too general. It could be argued that a
professional engineer would not make this type of error but, even so, there may be
problems with interpretation, or implementation, that would lead to this type of error
being produced. (The causal net is shown in figure 2)

Task appropriateness and the quality of project management have been considered
to be the main attributes for rule based errors.

A task can be regarded as appropriate when an individual or a team have the
necessary skills to complete the task satisfactorily and the task has been adequately
defined. Inappropriate tasks may be recognised by the level of errors that appear in
the task life cycle. Experience-level and task-experience matching are seen as the
most significant factors in task appropriateness.

Four factors have been highlighted as having significant influence on project
management quality. Leadership is a contributor to good quality management since
it can demonstrate commitment to a project from the top of the organisation. Team
quality (continuity, cohesion and team size) and effective communications are also
important.



Team attributes are those characteristics that produce co-operation, camaraderie and
good internal communications which tend to lead to a"quality” team output. A good
team has a capability level greater than that achievable by the efforts of the team
members acting as individuals. Team cohesion and continuity have a more
significant effect than team size.

3.3 Knowledge Based Errors.

Rasmussen [ 8] has indicated that experience is the most important of the attributes
in determining the number of knowledge-based errors. A good team has been shown
[ 9] toresultin areduction in the number of errors introduced. Shared experience
has therefore been considered to have the highest weight in assigning the
probabilitiesin this distribution (see Figure 3).

Task comprehension has been determined from the questions on task familiarity and
an adequate task description. The experience attributes are obtained from the
responses to multiple questions on experience. The shared experience factor
determines the effect of the team working together to pool knowledge in solving
problems. An individual working as part of a cohesive team can use the experience
of others, and conversely the lack of cohesion within a team prevents experience
being shared [ 9] [ 10]. Cohesion in this context has been determined from social
interaction, team dedication and the number of new members joining the team .

3.4 Communication

Communication is an important human factor in the generation of software errors,
and its effects can be seen in both random and symptomatic types of faults. In the
FASGEP project we have developed a causal net for the effectiveness of
communications which is used in both random and symptomatic nets.

The effectiveness of the communication attribute varies according to the complexity
rating of the hierarchy. For simple hierarchical structures, informal communications
are considered more appropriate than formal ones since the team is likely to be small
with little problem in discussing issues with their peers and superiors. Complex
hierarchical structures however, require that communications be more formal to
ensure that the correct people are kept informed of al relevant (and only relevant)
developments.

To assess the complexity of the reporting hierarchy, data is captured detailing the
number of reporting levels and the number of sites involved in the development.
During the development of the Causal Network, it was redised that a further
measure of complexity is to be gained from capturing the number of lateral pathsin
the reporting structure.



In determining the Effectiveness of Formal Communication, it was decided that the
flexibility of the communication within the team was the best indicator of effective
communication, the type and frequency of team meetings were considered to be of
similar importance, and the quality of feedback to team members was considered to
be arelatively minor indication of effective formal communication.

The main indicator of effective informal communications was decided to be the
quality and quantity of verbal communication in preference to non-verbal
communication.

4. Data Collection

It has been shown many times that the collection and storage of datais avital aspect
of any unification framework. Poor data-collection techniques and requirement
definitions have been the causes of the limited success and acceptance of several
other projects aimed at devel oping predictive models for software development.

Although the general reguirements for a successful data-collection exercise include
automating as much of the process as possible using formal measures, it was realised
early in the FASGEP project that human factors were a large contributor to the
introduction of faults in software. These are expected to include factors such as the
individual's job satisfaction and morale which can redistically only be determined
by direct questioning of the individual. This requires the use of a questionnaire
approach.

Additionally, since FASGEP requires the collection of data from several sources,
each of which uses different development processes and fault collection techniques,
it was decided that to collect such data by automatic means was at this stage
impractical and would impose severe restrictions on the data available to the project.
Thus, the questionnaire approach was deemed the most appropriate technique at this
stage of development of the predictive model.

Questionnaires have severa inherent weaknesses that the FASGEP project
recognises and has attempted to minimise by careful design:

(i) Question wording directly affects the validity and reliability of a questionnaire
[ 11].

(ii) The format of the questions is aso important: should they be open or closed.
Closed questions can force inappropriate response, but are easier to capture and
check.

(iii) Since questionnaires rely solely on the interpretation and feelings of the
respondent the answers may be biased and may exhibit some degree of subjectivity.



(iv) Respondents are sensitive to the context in which the question is asked, as well
as the particular words used to ask it. As a result, the meaning of amost any
guestion can be atered by a preceding question [ 12].

As already stated, it was an obvious requirement that the project be able to collect
data on the feelings and opinions of the individuas involved in the software
development. In cases such as these, the approach of using a questionnaire actually
becomes beneficial with respect to the normal problem areas of subjectivity and
bias. It is these aspects of human emotions that we are interested in capturing and
using as evidence of the motivation and satisfaction of theindividual.

5. Case Studies

The aim of the FASGEP case studiesis "to provide vehicles for testing the FASGEP
Model and Method as they evolve throughout the project”. That is, they will be used
for calibration 1 and verification 2. Three types of case study projects are being used
by the FASGEP project.

(i) Past Projects Projects that have been completed and delivered to the
customer. Although the fault data can be considered to
be complete, the collection of the human factors datais
difficult since the development team islikely to have
spilt up. Also much of the other data required by
FASGEP isunlikely to have been captured during the
development.

(i) Ongoing Projects These are projects in which the development is already
some way to completion. Although some data may have
been lost, these are useful to observe the effect of
introducing new collection requirements on the team

both in terms of attitude and resource regquirements.

(iii) New Projects New projects are those for which the FASGEP data
collection scheme isimplemented from the very start of
the development. Thus all datais available. These alow
the identification of the changesin the team throughout
the development and how these changes can affect the
integrity of the final software.

6. Results

1 Calibration: the process by which the parameters of the model are adjusted to
provide aresult that fits observed data accurately.
2 Verification: the process of ensuring that the model works correctly



At the time of writing (August 93) none of the case studies of the type described
above have completed the data-collection exercise. However some initial analysis of
the fault reports in two case studies were available; these are shown below:

Test Case A

Application: Aerospace - Fuel Control System

Language: Proprietary (Assembler)

Lifecycle: Structured - with incremental delivery

Sample size: 45 errors - of which 11 Symptomatic; 27 Random; 1 unclassified; 7 not
faults

Test Case B

Application: Aerospace - Integrity Monitoring System

Language: Ada

Lifecycle: Evolutionary

Sample size: 28 errors - of which 12 Symptomatic; 14 Random; 2 not faults

The random faults were further analysed to estimate the cognitive level of the error:
Skill based = 2; Rule based = 2; Knowledge based = 9; there was one fault where
there was insufficient information to categorise.

It is hoped that by the time the paper is presented, the results from several case
studies will be completed and these will be reported.

7. Conclusions

To improve the software generation process, it is clear that account must be taken of
the humans involved in the process. This is in addition to the tools, methods and
procedures used. The FASGEP method provides a means of estimating the number
of detectable faults in a product caused by human error using the objective and
subjective information available.

A potential use for this method could be for testing scenarios before changes are

made to the development teams and working environments are made.
Further work is now required in validating the method using case studies.
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